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On the recommendations of Academic Council made in its 24'h (1/2025) meeting held on
26.08.2025, the Syndicate in its 72™ (4/2025) meeting held on 12.09.2025 has approved the
revised curricula of following programs for implementation w.e.f. Fall 2024,
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lII.  BS in Information Technology (5" Semester Intake) (Annex-*C”)
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Guidelines for AfTiliated Colleges

BSIT 5% semester program shall be offered under Term System observing
University of Sargodha’s Affiliation Rules & Regulation.

There shall be two terms in a calendar academic ycar.
The affiliated college(s)/institutions shall follow the prescribed curriculum and

coursc matrix. Necessary modification/changes shall be communicated to the
affiliated Colleges/Institutions, if any.

For domain eclective courses, the affiliated institution{s)/college(s) shall follow
“Regular Track™. Fowever, the administration of any affiliated institution must get
prior permission from the competent authority to offer any specialization
tracks/courses approved by the BOS. For this purpose, the institution’s
administration nceds to show/demonstrate the availability of appropriate human
resource along with necessary educational provisions before the start of the term in
which specialization track/course shall be offered. The recommendations of the
Convencr BOS shail be solicited to allow the Institution to offer the requested
specialization track/course already approved by the BOS.
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The Discipline of Information Technology

The evolution of information technology (IT) has been marked by rapid and transformative
changes, starting from the mechanical calculators of the 19th century to the sophisticated digital
systems of the 21st century. Initially, IT was primarily {ocused on data processing and number
crunching, but over time. it has expanded to include a wide range of functionalitics. such as
communication. data storage, and security. The advent of personal computing in the 1980s and
the internct in the 1990s revolutionized the ficld, making technology more accessible and
integral to daily life. This cvolution continued with the development of mobile computing,
cloud computing, and artificial intelligence, significantly impacting how individuals and
organizations intcract with technology and process information.

| Information technology (IT) refers to the use of computers. networking devices, and software
lo process. store. retrieve, and send information. It cncompasses a variety of activities,

! including computer programming, data management, networking, system administration, and
hardware development. IT is fundamental to the operations of modern organizations. enabling
them to manage their information resources efficiently, cnhance communication, implement
aulomation, and improve decision-making processes. Through 1T, businesses and other entitics
can leverage technological advancements to optimize their operations, innovate services and
products, and maintain competitiveness in the digital age.

The motivation to offer a Bachelor of Science (BS) in Information Technology 5™ scmester
and onward stems {rom the critical role that I'T plays in the contemporary world. As businesscs
and socictics become increasingly reliant on technology. there is a growing demand for skilled
prolcssionals who can develop. implement. and manage I'T' sysiems. A BS in Information
l'echnology 3™ semester equips students with the necessary knowledge and skills to address
complex technological challenges, meet the c¢volving needs of the digital economy, and
contribute to the advancement of various sectors. This degrec program is designed to provide
a comprehensive understanding of fundamental and advanced I'T concepts. preparing graduates

! for a range of carcers in the tech industry, from systems analysis and network administration
to cybersecurity and software development.

Information Technology Programs’ Rationale

‘The digital revolution not only reshaped the way scientists conduct their rescarch but
also expedite the pace of inventions. Consequently, the latest advancements in technologics for
communication. computation. and delivery of information brought a paradigm shift in the
business world - from data processing lo information processing - converting compuler
technology into information technology (IT) and industrial socicly into an “information
socicty”. While this paradigm shift improves productivity, it also created new work place
challenges regarding the development. operation, maintenance. and up-gradation of
organizational [T inlrastructure. Inventions like the Internet. the World Wide Web. cmail,
bullctin board systems. virtual communitics, E-business and other online technologics forced
organizations to find IT based solutions to all kinds ol business challenges. For this.
organizations nced appropriate systems that work properly and professionals who make these
systems sccured, upgraded, and maintained. In parallel, cmployees require support from these
prolessionals to make technology effective for enhancing organizational productivity. This has
created a huge demand ol It professionals both locally and globally. Mceting this demand is
the key rationale behind the 'l programs. In this regard. the 1T programs olier a curriculum
structure that can produce graduates who can meet above discussed challenges of the 215t
century’s knowledge driven complex work places. The curriculum  structure will create,
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expand. disseminate and teach the information technology body of knowledge through
academics, applications and research which positively impact society (locally, nationally, and
intcrnationally). It will also provide an intcgration of atl components that allow accessing all
of the new knowledge and technologies for mecting the above discussed challenges.

Underlying Principles of Information Technology Programs

Curriculum plays an important rolc within education as it outlines the planned and
structured learning cxpericnees that an academic program
provides. For an cffective academic program the curriculum
must mect the nceds of the stakcholders and face the
cmerging challenges. The Department of IT (UOS) realizes

| the rapidly changing nceds of today’s knowledge intensive
technology driven complex work places and the changing

| patierns of 21st century universities” education which have
removed the identity of place. the identity of time, the identity
of the scholarly community, and the identity of the studemt
community. To meet these challenges, the Depariment has
revised the existing curriculum. The revised curriculum is
based on following underlying principles:

i.  The curriculum should be a broad based and provides students with the flexibility to
work across many disciplines & professions,

ii.The curriculum should prepare graduaies to suceeed in a rapidly changing ficld.

iti. The curriculum should provide guidance tor the expected level of mastery ol topics by
graduales.

iv. Should provide realistic, adoptable recommendations that provide guidance and
fexibility, allowing curricular designs that are innovative and track recent
developments in the field. :

v. The curriculum contents should be relevant and compatible with a varicty of

| institutions.

vi. The size of the essential knowledge must be managed.

vil. The curriculum should identify the fundamental skills and knowledge that all graduates
should possess,

vili. The curriculum should provide the greatest flexibility in organizing topics into courses
and curricula.

In the light of thesc principles, the curriculum of the program has adopted a balanced
and multidisciplinary approach and presents a blend of° study areas which spread across the
boundarics of fundamental knowledge of traditional disciplines to advanced knowledge of the
emerging disciplines. Body of knowledge (BOK) of the program covers knowledge areas
which are required lor the program’s acereditation from the Accreditation Council and
knowlcdge area which are required for prolessional certification and professional development,

It is universally accepted that each profcssion needs both a specific skill set and an
| appropriate mindsct. Developing an appropriatc mindset of the prospcctive computing
| graduates requires a body of knowledge which enriches students’ experiences. thoughts,

beliels. assumptions. and attitudes about the special characteristics of that specific domain.
Uherefore. the course conients and related practical experiences are designed 1o mect the
professional requircments of the respective domain. ‘To achicve the curricula have locused on
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following six (6) key areas:

i.  Knowledge: Theoretical learning of concepts and principles regarding a particular
subject(s).

il. Skills: Capability of using learnt knowledge and applying it according to the context

ili. Competencies: The ability to do things satisfactory- not necessarily outstandingly or
cven well, but rather to a minimum level of acceptable performance.

iv. Expertise: Level of proficiency and innovative ways of applying learnt knowledge.
(Competitive cdge)

v. Dispositions: Iabits of mind or tendencics to respond to certain situations in certain
ways. The role of dispositions in computing education is very important. For example,
having the disposition (o be a programmer is much better that just having programming
skills.

vi. Values: Moral, ethical and professional practices.

‘to strengthen the curriculum further, specialization tracks/courses have also been
integrated within the curriculum’s BOK. These specialization tracks/courses are designed

according to what the industry is looking for in an ¢employee and the learning interests of

students. Furthermore. life skitls including desired dispositions, soft skills, public speaking,
critical thinking & rcasoning, 21st Century literacies, personal attributes, entrepreneurship,
altitude towards lifclong learning. professional practices and other social skills have not
considered discrete items, rather threaded into the entire fabric of the curriculum.

Vision Statement of University of Sargodha

Our vision is to contribute to socicty through the pursuit of quality education. creative
fcarning and productive research

Mission Statement of University of Sargodha

@ 1o provide siudents with a healthy learning cxperience based on critical thinking,
innovation and leadership skills

'@ To cnsure a collaborative work cnvironment for faculty and stalT 1o achicve professional

excetlence and institutional growth

@ 1o contribute 1o knowledge economy and social transformation through advanced studics
and rescarch

Vision Statement of Department of Information Technology

Department of Information Technology aspires to societal betterment through a commitment
to quality education, technical skills, fostering creativity via analytical lcarning. and conducting
impactiul rescarch in the ever-dynamic ficld of Information Technology.

Mission Statement of Department of Information Technology
Our mission includes:

@Imparting students with an enriching lcarning expericnce in the lield of Information
Technology centered on in-depth knowledge. critical thinking, innovation. and technical
proficicnecy.

@Cullivuling a professional and collaborative work environment lor taculty and stait ol the
department. fostering the attainment ol prolessional excellence
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Contributing 1o knowledge cconomy, drive social transformation and deliver community
services through advanced studies and research in the field of Information Technology.
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Curriculum
for
BS Information Technology Program (5th Semester Intake)

Details of BS Information Technology

Program Educational Objectives

The aim of the BS (IT) program is to produce entrepreneurs of great character, compcetence,
vision and drive equip with up-to-date knowledge, marketable skills. valuable competencics.
unique expertise, globally compatible dispositions and culturally and professionally acceptable
values 1o take on appropriate professional roles in information technology domain or proceed
to further or higher education or training. One of the key objectives of the program is to equip
students "with skills and knowledge that enable them to take on appropriate professional
positions in I'T and grow into leading roles. The following arc the PEOs for all BS degree
programs being offered in the Department of Information Technology:

PIEO-1: Provide in-depth knowledge. analytical skills, and creativity in the domain of
Information Technology.

PEO-2: Atain the ability to adapt in an evolving technological environments, assimilate new
information with a strong focus on application 1o solve real-world problems.

PEO-3: [nstill moral and cthical values. along with the ability 1o communicate cffectively.

PEOQO-4: 'Irain graduates to contribute towards knowledge cconomy and socio-cconomic
growth of the country.

| Program’s Qutcome

BSIT program 3 semester will produce entrepreneurs of great character. competence.
vision and drive cquip with up-to-date knowledge, marketable skills, valuable competencics,
unique expertise. globally compatible dispositions and culturally and professionally acceptable
values 1o take on appropriate prolessional roles in information echnology domain or proceed
1o further or higher education or training.

Program’s Structure

the structure of BSIT 3™ semester program is very dynamic and provides basis for
various options including Breadth-Based. Depth-Based. and Integrated Breadih & Depth-
Bascd specializations. Student may choose a particular option, which is the most appropriate
to their planned tuture carcer. lollowings arc the program’s details:

Specialization Tracks

FFollowing specialization tracks arc being offered:
1. Reaular Track |Main Campus and alliliated cotleees will follow track|

Page 8 ol 72

ué

(oL ]
Pt i et
?ﬁ\ﬂvmsn‘; ot Sa«lodha

5;',&0“[\‘

Deputy 1= S eck



o

2. General Track [Main and Campus]

Degree Requirement

To become eligible for award of BSIT bridge degree program, a student must satisfy the
following requircments;
a) Must have studied and passed the prescribed courscs, totaling at least 58 credit hours,
b) Must have earned CGPA (Cumulative Grade Point Average) of at least 2.5 on a scale
of 4.0.
Duration
‘The minimum duration for completion of BSIT bridge degree is two years (4 semeslers).

Eligibility Criteria

I. Maximum age limit 26 years at the time of admission.

2. ADP/ ADS Specialization in (Computer Science or Computing relevant) of two years
(Semester system) with minimum CGPA of 2.5. Minimum credit hours should not be
less than 72,

{ISSC (Part-1) with fcast 50% Marks with one of the lollowing combinations:

(*¥ ]

.  Pre-lingincering
II.  Pre-Medical (Admitted candidates has to study 6-credit hours courses of
mathematics)
llI.  General Science

a) Math, Stat, Phy
b) Math. Stat, Lco
c) Math. Stat, Comp
d) Math. Phy. Comp
¢} Math, Eco, Comp

1} At lcast 60% marks in DAL (1st & 2nd Year) in a relevant discipline | for BS-
Il Only and Maximum Five Seats]

2) A-Level (with cquivalence of mentioned above by IBCC) with at least 50%
obtaincd marks.

OR
4. ADP/B.Sc ol two years (Annual System) minimum marks obtained should not be less
than 43 percent. ADP/B.Sc with (Computer Studies out of 200 + Mathematics out of
200) Minimum.

Assessment & Evaluation
University’s semester and examination rules & rcgulations shall be (ollowed for
assessment & cvaluation.
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Distribution of Courses

BSIT
Tuéunomy of Major Areas Credit Hours Courses
ourses
Computing Core 12 04
! Major Courscs Domain Corc 12 04
Domain Elective 21 07
Lo Mathematics & Supporting 03 01
[nterdisciplinary — -
Elective Supporting 0 0
General Education General Education 10 05
Total 58 21
= Major Area Courses
S
Computine Core Courses — 12 Credit Hours - 4 Courses
Code Pre-Req Course Title Cr. Irs.
K (Contact
Hrs)
1 CMPC-6101 - Analysis of Algorithms 3 (3-0)
: 2 | CMPC-6201 - Opcrating Systems 3(2-3) |
. 3 | CMPC-6702 - FFinal Ycar Project - | | 2(0-6)
|_4 CMPC-6703 | CMPC-6702 | Final Year Project - i 4(0-12) |
i Domain Core — 12 Credit Hours - 04 Courses
Code Pre-Req Course Title Cr. Itrs.
# {Contact
—1 . Hrs)
|__l __I'I'DC_:6_2£ 1 - Database Administration & Management 3(2-3)
l 2 | ITDC-6202 - System & Network Administration 3(2-3)
N  1TDC-6203 - _| Information Technology Infrastructure 3(3-0)
(D 4 [ 1ITDC-6204 Parallel & Distributed Computing 3 (3-0)
Domain Elective — 21 Credit Hours — 07 Courses
Code Pre-Req Course Title Cr.1bs.
i {Contact
i L 13rs)
I FIDE-6201 - Cloud Computing 3 (3-0)
2 L TDE-6202 - [nternet ol Everything 3(3-0)
300 1DE-6203 - o'l Data Analytics 3 3-0)
4 1 ITDE-6204 - Virtual Systems and Services 3 (3-0)
3 1 ITDLE-6205 - Ubiquitous, Pcrvasive, and Autonomic | 3 (3-0)
Computing
6 | I'TD1-6206 - Fog Computing, lidge Computing. and | 3 (3-0)
Mobile Fog Computing
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7 | ITDE-6207 - Machine Learning in Fog/Edge 3 (3-0)
8 | ITDE-6208 - Application Development Using | 3 (3-0)
Microscrvices & Serverless N
g9 | [TDI1:-6209 - Semantic Web 3(3-h
10 | ITDE-6211 - Li-Commeree Application Development 3 (3-0)
[1 [ ITDE-6212 - Lnterprisc Systems 3 (3-0)
12 | [TDE-6213 - Mobile and Wireless Networks 3(3-0)
13 | ITDE-6214 - Network Design and Management 3(3-0)
14 | ITDE-62135 - Web3 and Blockchain Fundamentals 3(3-0)
153 | ITDE-6216 - Network Sccurity 3 (3-0)
16 | [bE-6217 | - Digital Iorensics 3(3-0)
17 | [TDE-6218 - | UI/UX Designing 330
18 | CSDC-6202 - Computer Architecture 3 (3-0)
19 | CSDC-5101 - Theory of Automata 3(3-0)
20 | CSDC-6201 - HCI & Computer Graphics 3 (3-0)
21 | CSDE-6202 - Mobile Application Development | 3 (3-0)
22 | CSDE-6205 - Web Lngincering 3(3-0)
23 | SEDC-6202 - Soltware Project Management ERERD)
24 | SEEDC-6204 - ‘Sofiware Requirement Engincering 3(3-0)
| 25 | DSDC-5201 - Introduction to Data Scicnce 3 (3-0)
26 | DSDC-6201 - Data Mining 3(3-0)
27 | DSDC-6203 - Data Warchousing & Business | 3 (3-0)
T L Intclligence
28 | DSDL-6201 - Big Data Analytics 3 (3-0)
29 | DSDIE-6202 - Advanced Databasc Management 3 (3-0)
30 | AIDC-5201 s Programming for Artificial Inteliigence 3(3-0
31 | AIDC-5202 : Machine Learning 3(3-0) |
32 | AIDC-6201 - Computer Vision B 1 3(-0) |
e e - Artificial Neural Networks & Decp 3(3-0)
S0 | Leuming
|34 | AIDI-6202 : Advance Statistics 313-0)
| 35 | AIDE-5201 . Natural Language Processing 3 (3-0)

[ 36 | AIDE-6203 ) Reinforcement Learning 3(3-0) |
[ 37 | ITDE-6210 - Digital Marketing and Ecommerce 3(3-0) |
Mathematics & Supporting Courses — 03 Credit Hours — 01 Courses

Code Pre-Req Course Title ST

# (Cuontact
] ) sy

| | ENGL-610 | - }'l'cchniuai and Business Writing ] 3(3-0)

Supporting Electives ~ 3 Credit Hours - 1 Course
# | Code | Pre-Req _J Course Title | Crlirs.
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{Contuet

S . L Hrs)
1 | BUSB-6101 Introduction to Marketing 3(3-0)
' 2 | BUSB-6102 Human Resource Management 3(3-0)

General Education - 10 Credit Hours - 5 Courses

Code Pre-Req Course Title Cr. Hrs.
# {Coutact

B e S e T 1rs)
| | | URCG-5122 Ideology and Constitution of Pakistan 2 (2-0)
2 | URCS-6101 Profcssional Practices 2 (2-0)
3 | URCG-3125 Civics and Community Engagement 2 (2-0)

4 e o . Non-
URCG-5111 I'ranslation of Holy Quran-I1! Credit

5 o . ) Nan-
URCG-5111 Frans_la_u_on of Holy Quran-1V Credit
6 | URCG-5124 Entreprencurship 2(2-0)
7 | URCA-xxxx Sacial Science Elective 2(2-0)

I Social Science Electives —2 Credit Hours - 1 Course
Code Pre-Req Course Title Cr. ilrs.
i (Contact |
Hes) |

I | URCA-5101 Introduction to Management 2(2-0)
2 | URCA-5102 IForeign Language (French, German, etc) 2 (2-0)

Course Coding Scheme

Discipline Code Course Level Course Type | Course Number
4 Letters I Digit | Digit 2 Digits
Xxax 5-6 1-2 01-99
Discipline Cade
Code Discipline
CMPC | Computing Core
B I'I'DC | Information Technology Domain Core

ITDE | Information Technology Domain Lective

CSDC | Computer Scicnce Domain Core
CSDE Computer Scicnce Domain Elective o

SEDC | Sofiware Engineering Domain Core

SEDE | Soltware Ingineering Domain Lilective

AIDC  Artificiat InteHigence Domain Core

AIDE | Antificial intelligence Domain Elective

DSDC | Data Science DO[T-'I-iIin Core

DSDLE | Data Scicnce Domain Llective i

MATH | Mathematics i
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ENGL | English
URCI
URCG |
URCQ
URCS |
_—Uf{_C-l_ﬁ General Science
URCA
URCF
URCW

URCT

Course Level

Level Course Type

5 Semester 1-4

Semester 53-8
Course Type
| Level Course Type

1 Non-lab Course

1

Lab Course

Scheme of Study for BS Information Technology (5" Semester Intake)

Scheme of Studies for BSIT
For Main Campus

2-Yecar Program (4 Regular Semesters)

Semester - V

:‘i# Code | Pre-req nigite Course Title Domain | Cif (Cont 1rs)
] CMPC-6201 - Operating Systcms v Core -/ 3(2-3}
= - Database Administration & [Domain 323
- [T>C-6201 Management Core BT
3 i System & Network Domain 3(2-3;
I1T1C-6202 Administration | Core | U
- e Domain A
4 [TDE-6xxx | Domain Llective 1 Lsicelive 343-0)
- , . Domain
3 ain Flective 2 13-
'l Not-6xxx | Bo_m_aTl.l_cc_Ele._. Elective 0 O_) g o
0 URCA-yxaN - Social Seience Elective ! GIER 2(2-N
Total Credit Tlours 17 ({4-9)

Semester - V1
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i;# Code Pre-requisite Course Title Domain | CH (Cont Hrs)
' e - Information Technology Domain o
57 - pf=B N
|l B Infrastructure v Core N
2 [1DC-6204 ) Parallet & Distributed Domain 3 (3-0)
Computing Core
3 | ITDE-6xxx - Domain Elective 3 Domain 3(3-0)
lilcctive
4 | ITDE-6xxx ; Domain Elective 4 Domain 3 (3-0)
Llective
5 [TDE-6xxx s Domain Elective 3 !"Jomi}m 3(3-0)
Llective
6 | ITDE-6xxx - Domain Elective 6 Domain 3 (3-0)
. Llective
7 LURCG-5111 - I_;I“r:mslalion of loly Quran-11l Y| GER Non-Credit
Total Credit Hours 18 (18-0)
£ Semester — Vil
};# Code Pre-requisite Course Title Domain { CH (Cont Hrs)
1 CMPC-6702 - Final Year Project — | ' Core 2 (0-6)
& CMPC-6101 - Analysis of Algorithms v~ Corc 7 3(3-0)
3 | ITDE-6xxx ; Domain Elective 7 |Jomain 3 (3-0)
Elective
4 ENGL-6101 - Technical & Business Writing EN 3(3-0)
5 URCG-5i24 - Entreprencurship GER 2(2-0)
o : Total Credit Hours 13 (11-6)
Semester — VHI - )
| S# Code Pre-requisite Course Title Domain | CH (Cont Hrs)
[ CMPC-6703 CMPC-6702 | Fina! Year Project — 1 ¥ . Core 4 (0-12) ]
i - — !
5 URCG-5122 ) Idcqlogy and Cmestltuuon of GER 2 (2-0)
B o Pakistan
|3 URCS-6101 - Professional Practices .~ GER 2(2-0)
4 | urcaG-si2s ; (I L T GER 2(2.0)
Engagement
5 URCG-311Y - Translation of Holy Quran-1V - GER (4 (0-0)
Total Credit Hours 10{6-12)
e ——— e —_
Scheme of Studies for BSIT
Yor Affiliated Colleges
2-Year Program (4 Regular Semcsters)
Semester -V
r - e e ===l e ! .
S Code Pre-reguisite Course Title Domain | CH (Cont Hrs) |
1 CMPC-6201 - Operating Systems Core 323
A I D13 Administration & [Domain 3123
| - II'DC-6201 Management Core -

ek

Pace 14 072




@

o T ) System & Network | Domain 3(2-3)
7 ITDC-6202 Administration Core - _
- . Domain S
4 IDL-6201 | B Cloud Computing Elective 3 {;-0)"_ -
5 - E-Commerce Apptlication Domain 3 (3-0)
ITDE-6211 Development - Llective ’ o
6 URCA-5101 - Introduction to Management L GER 2(2-0)
Total Credit Hours 17 (14-9)
Semester — VI
S# Code Pre-requisite Course Title Domain | CH {Cont Hrs)
| ITDC-6203 . Information Technology Do‘mmn 3(3-0)
R [nfrastructure Corc
" 'IDC-6204 . Paraliel & Distributed l)o‘mam 3 (3-0}
o Computing Core
I s . Domain 3 (3-0)
3 16202 5 G
3 ITDE-6202 Internct of Lverything Elective
4 CSDLE-6202 Mobile Application Domain 3(3-0)
) Development | Llective -
- ITDLE-6212 . Domain 3(3-0)
3 - Enterprise Systems S
- Llective : =
6 I''DE-6214 i Network Design and Domain 3(3-0y
| - Management Llective
7 URCG-51141 - Translation of Holy Quran-II1 GER Non-Credit
Total Credit Hours 18 (18-0)
; Semester — VI =
% S# Code Pre-requisite Course Title Domain | CH (Cont Hrs)
:| | i CMPC-6702 - Final Year Project - | Core | _2 ((-6)
2 CMPC-6101 - Analysis of Algorithms Core 3(3-0)
3 ITDE-6204 - Virtual Systems and Services l?omzlnn 3(3-0)
o 3 Elective
4 ENGL-6101 - Technical & Business Writing N 3(3-0)
'5 URCG-5124 - Entreprencurship | GER 21200
i Total Credit Hours 13 (11-6)
R Semcsier — VIII A ]
o { Code Pre-requisite Course Title Domain | CH (Cont Hrs) |
| CMPC-6703 CMPC-6702 | Final Year Project - [ Core 4(0-12)
2 URCG-5(22 ) ldcq]ogy and Constitution ol GIR 2 (2-0)
Pakistan
I3 URCS-6101 - Professional Practices GLER 2(2-0)
| I - G “' T v . - o
i URCG-5175 . (?wms and Community GER 2 (2.0)
_ Lnpagement B R .4
to5 URCG-5H1 - Translation ol Holy Quran-1V GIlER Non-Credit

Total Credit flours

10(6-12) |
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Contents of Computing Core Courses /

CMPC-6201 Operating Systems

Credit Hours: | 3 (2-3)
Contact Hours: | 2-3
Pre-requisites: | None

Course Introduction:

To help students gain a general understanding of the principles and concepts governing the
functions of operating systems and acquaint students with the layered approach that makes
design. implementation and opcration of the complex OS possible.

I'cLo Bloom

Course Learning Qutcomes .
No. . Faxonomy

. Understand the characteristics of different structures of the

CLO-1 Opcrating Systems and identify the core functions of the | C2 (Understand)
Operating Systems

Analyze and cvaluate the algorithms of the core functions of the
CLO-2 Operating Systems and explain the major performance issues | C5 (Iivaluate)
! with regard Lo the core [unclions
Demonstrate the knowledge in applying system software and | C3

| tools available in modern operating systems. {Dcmonstraic)

CLO-3

Course Outline:

Operating systems basics, system calls, process concept and scheduling, inter-process
communication. multithreaded programming, multithreading models. threading issues. process
scheduling  algorithms, thread scheduling, multiple-processor scheduling. synchronization,
critical scction, synchronization hardware, synchronization problems, deadlocks, detecting and
recovering from deadlocks, memory management, swapping, contiguous memory allocation,
scgmentation & paging, virtual memory management. demand paging. thrashing, memory-
mapped liles, file systems, file concept, dircctory and

disk structure. directory implementation. free space management. disk structure and scheduling.
swap spacc management, system protection, virtual machines, operating system sccurity

Reference Materials {or use any other standard and latest books):
1. Operating Systems Concepts, 9th edition by Abraham Silberschatz
2. Modern Operating Systems. 4th edition by Andrew S. Tancnbaum
3. Opcrating Systems. Internals and Design Principles. 9th edition by William StallingsWu

v

CMPC-6101 Analysis of Algorithms

Credit Hours: | 3 (3-0)
Contact Hours: | 3-0
Pre-requisites: | Nonc

Course Introduction:

Detailed study of the basic notions of the design of algorithms and the underlying data structures.
Several measures of complexity are introduced. Lmphasis on the structure, complexily, and
¢lticiency of algorithms.

Page 16 0172
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CLO-4 List and contrast standard complexity classecs

CLO . . - Bloom
Course Learning Qutcomes

No. Taxonomy
Explain what is meant by “best”, “‘cxpected”, and “worst™ casc

CLO-1 . .
behavior of an algorithm

CLO Identify the characteristics of data and/or other conditions or

" 7 'assumptions that lcad to difTerent behaviors.
CLO-3 Determine informally the time and space complexity ol simple

algorithms

Use big O, Omega, Theta notation formally to give asymptotic

. upper bounds on time and space complexity of algorithms

Use of the strategies(brute-lorce, greedy, divide-andconquer,

SR and dynamic programming) to solve an appropriate problem

Solve problems using graph algorithms. including single source
CLO-7 | and all-pairs shortest paths, and at least one minimum spanning
tree algorithm

CL.O-8 | I'racc and/or implement a string-matching algorithm

Course Outline:

lnlroduct:on role of algorithms in computing, Analysis on nature of input and size of input
Asvmptotic notations; Big-O, Big Q, Big O, little-o, little-w. Sorting Algorithm analysis. loop
invariants, Recursion and recurrence relations: Algorithm Design Techniques, Brute Force
Approach. Divide-and-conquer approach; Merge. Quick Sort. Greedy approach; Dynamic
programming; Llements ol Dynamic Programming. Scarch trees; lleaps; Hashing; Graph
algorithms, shorlest paths, sparse graphs, String matching; Introduction to complexity classes.

Reference Materials {or use any other standard and latest books):

13, Algorithms, (4th edition, 201 1), Robert Sedgewick, Kevin Wayne

Pre-requisites: | Nonc

. Introduction to Algorithms (3rd cdition) by Thomas H. Corman. Charles L. Leiserson.
Ronald L_. Rivest and Clifford Stcin
2. Algorithm Design. (1st edition. 2013/2014), Jon Kleinberg. Fva Tardos,

CMPC-6702 Final Ycar Project-I

Credit Hours: | 2 {0-6)
Contact ours: | 0-0

Course Introduction:

This course marks a crucial phase in the undergraduate program, providing students with a
unique opportunity for hands-on research and/or project development.

LY | Course Learning Outcomes ’B‘I()om
No. I'axonomy B
CL.O-1 | Undertake problem identification, formulation and solution. C2 (Understand)
Cl.0-2 | Deline project scope and set mitestones. C3 (Apply)
| T reating e vy
L0 E Atlain pl(.?]lt.l(.‘l'll.)’ in  creating c,ompn_h(.nswc project | g (Apply)
.1 documentation. B . =
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cl (_)_4 Cultivate effective teamwork and collaboration skills, fostcring
) ability to work with team members towards sharcd objectives.

|Course Qutline:

1 Course Intreduction:

Projcct Proposal

Introduction Software Requircment Specification
Software Function Specification

Design Documentation

de Lk [

CMPC-6703 Final Year Project-l

Credit Hours: | 4 (0-12)
Contact Hours: | 0-12
Pre-requisites: | Final Year Project-1

Final Year Project-H represents the culmination of the undergraduate program, where students
bring their projects to completion. Students engage in refining their projects, addressing
challenpes. and contributing to the existing body of knowledge in their choscn ficlds.

R Course Learning Outcomes Bloom
No._ Taxonomy

|CI,O-I Develop. implement. and test solutions to real wortd problems. | C3 (Apply)

-4

Course Outline:

1. Database Design
2. Interlace Design
3. Initial Prototype
4. Implementation

5. lesting

Contents of Domain Core Courses

ITDC-6201 Databasc Administration and Management

Credit Hours: | 3 (2-3
Contact Hours: | 2-3
|l’rc-rcquisitcs: None

_?_Cuurse Introduction: o - N

The Database Administration and Management course covers principles and techniques (or
cflcctive database design. administration, and optimization. providing participants with skills to
ensure clficicnt data storage. retricval, and management in various applications.

i Coursce Learning Outcomes B1Io'om

No. Taxonomy

CLO-] I H:éﬁ:ﬁgfmnd the concepts and technical issues ol Database Ad- C2 (Understand)
(l (-2 I[dvugood“[fnam:faﬁdﬂ:_;g_ of intcrnal I'uncﬁoﬁzﬁil_v of Databasc E: (U;d(.u.t:;(—j)”
el Management System, - )
C1.0O-3 ! Adminisuator Tuge Databasc implemented in a DBMS. C3 (Apphy)

e i e e e S b o e
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[ Database Administration tasks i.c. B—a(,le— and Recovery and

CLO-4 | Performance Tuning of Databases. C3 (Apply)

lCoursc Qutline:

Installation; SQL* Plus: Oracle Enterprisc Manager: DBA Tools. Oracle Architectural
Components: Oracle Server; Oracle Instance. Physical Structure: SGA: Shared Pool: Library
Cache; Data Dictionary Cache; Large Pool; User Process; Server Process; Background
Processes. Managing an Oracle Instance: Parameter File; Creating SPFILE; Oracle Managed
Files; Startup and Shutdown Database; Alert Log File; Background Trace File; User Trace File.
Creating Databasc and Data dictionary. Managing Control Files and Redo Log Files. Managing
‘Tablespaces, Operations with Tablespaces. Data File Management, Segments. Block. Managing
Undo Data. Undo Data Statistics: Managing Tables and Users: Indexes Management.
Maintaining Data {ntegrity, Constraints. Managing Privileges. Basic Oracle Net Architecture:
Types of Networks. Oracle Net Services, Oracle Shared Server, Connection Manager, Oracle
| Net Connections. Server Side Configuration: The Listener Process: Configuring Listener.
Scssions, Crealing and Managing Listener. Client Side Configuration: fost Naming Mecthod.
L.ocal Naming Method, Net Assis-tant, Configurations. Usage and Configuration of Oracle
Shared Server. Backup and Recovery, Instance and Media Recovery, Configuration ol Archive
log mode, User Managed Complete Recovery. Loading Data into Databasc, Tuning Tools. Sizing
Sharcd Pool. Sizing Buffer Cache, 1/0 Issues. Tuning Rollback Segments, Laiches, Rollback
Scgment Tuning Shared Servers, Types of Locks, Block Efficiency, Storage hicrarchy. Avoiding
Dynamic allocation. Statistics, PCTIFRLEE and PCTUSED, Monitoring Index Usage.

1. Oracle Database | lg DBA Ilandbook by Bob Bryla and Kevin Loney, McGraw-11ill
Osborne Media; 1st Edition (December 6, 2007). ISBN-10: 0071496637

2. Oracle Database 12¢ DBA 1landbook by Bob Bryia, McGraw-Hill; (20135),ISBN-978-0-07-

179879-2

Database Administration: The Complete Guide to DBA Practices and Procedures by Craig

S. Muilins, Addison-Wesley Professional: 2nd Edition (October 21, 2012).

4. ISBN-10: 0321822943

Database Systems: A Practical Approach to Design, Implementation and Managemenl by

'l'homas M. Connolly and Carolyn E. Begp, Addison-Wesley; 5th Edition (2009). ISBN-10:

1321523067

6. Orac.lc Databasc 11g The Complele Reference by Kevin Loney, McGraw-{lill Os-borne

Media; 1st [dition (2008). [SBN-10: 0071598758

Reference Materials (or use any other standard and latest books):

L8]

(]

1'TDC-6202 System and Network Administration v

Credit Hours:

3
Contsct Hours: | 2-3
Pre-requisites: | None

Course Introduction:

The System and Network Administration course explores the fundamentals of managing and
maintaining computer systems and networks, covering topics such as system configuration.
security. and troubleshooting. Participants gain skills to ensure the reliable operation and sccurity
of 1 inlrastructure.

1

I CL() | Course Learning ()utulmu Bloom
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No. Taxonomy

CLO-1 Describe the key terminologies and technologics of System and
’ network administration.

'C[ 0-2 ixplain the services and functions provided by dificrent data
T cenlers.

C2 (Understand)

C2 (Undcrstand)

ICLO-B .Idanlr_y various OS used to handle system and network | .o (Apply)
administration routincs.
CLO-4 | Analyze the different services of [inux and windows. LCB’ (Apply)

Course Qutline:

[ntroduction to  System  Administration, Sysiems, SA Components, Building a Sitc
from Scraich, Growing a Small Site, Going Global, Replacing Services, Moving a Data Center, Handling
a High Rate of Office Moves. Assessing a Site. Scrver Environment (Microsoft and Linux): Known for
Reliable Products. Understand the Cost of Server Hardware, Consider Maintenance Contracts and Spare
Parts, maintaining Data Integrity. Put Servers in the Data Cenler. Client Server OS Conliguration, and
Provide Remote Console Access. ). Services and Comparative Analysis of most demanded OS: Important
Auributes, Key lFeatures. pros and Cons. Linux Installation and verification. Configuring Local services
and managing basic system issues. Administer uscrs and groups. Software Management. Managing
Network Services and Network monitoring tools. Boot Management and Process Management. IP Tables
and filtering. Securing network traffic. Advance File systems and logs. Bash Shell Scripting and
Command line. Configuring Servers (FTP, DNS, Apache), Configuring Servers Cont. (DHCP, Samba.
‘NI-‘ S) Configuring Active Directory on Windows Server

Reference Materials (or usc any other standard and latest books): o
i, Study guide lor Practice of System and Network Administration by Thomas A, Limoncelli, Cram [01.

nd Bdition (201 1), ISBN-10: 1428851755,

Linux Administration: A Beginner's Guide. Seventh Edition 7th L:dition by Wale Soyinka

l . Active Directory: Designing, Deploying, and Running Active Dircetory Fifth Edition by  Barian
Desimond

led £

ITDC-6203 Information Technology Infrastructure "

Credit Hours: -
o] 1_
Contact ! -’:(U- 0)
[ 90 LT
Hours: None

Pre-requisites: |

Course Introduction:

’Thc Information Technology Infrastructure course delves into the foundational components and
management of I'1 systems. covering hardware. software, networks, and sccurity o ensure a

designing. implementing, and maintaining I't infrastructure.
CLO
| No.

Course Learning Qutcomes Bloom Taxonomy

| information tcchnology architectures inciuding
CLO-1 software systems, hardware, operating  systems,

. . C2 (Understand;
databascs, component technologies, networking, and ( )
. __{architccture patierns. .
CLO-? [l Inlrastructure Management. C3 (Apply)

* Course Outline:
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- Course Qutline;

No. Taxonomy

Describe the key terminologies and technologies of System and

CLO- .. . 02 erstand
- network administration. SRR,
CLO-2 E;ﬁi;l: the services and functions provided by different data C? (Understand)
CLO-3 fdentify various OS used to handle system and network

administration routines.

CLO-4 Analyze the ditferent services of Linux and windows.

Course QOutline:

Introduction  to  System  Administration, Systems, SA  Components, Building a  Sile
from Scratch. Growing a Small Site, Gaing Global, Replacing Services. Moving a Data Center. Handling
a High Rate of Office Moves. Assessing a Site. Server Environment (Microsoft and Linux): Known lor
Reliable Products. Understand the Cost of Server Hardware, Consider Maintenance Contracts and Spare
Parts. maintaining Data Integrity. Put Servers in the Data Center, Client Server OS Configuration. and
Provide Remote Console Access. ). Services and Comparative Analysis of most demanded OS: Important
Autributes, Key Features, pros and Cons. Linux Instaifation and verification. Configuring Local services
and managing basic system issues. Administer users and groups. Software Management. Managing
Newwork Services and Network monitoring tools. Bool Management and Process Management. |P Tables
and tiltering. Securing network traffic. Advance File systems and logs. Bash Shell Seripting and
Command line. Configuring Servers (FTP. DNS. Apache). Configuring Servers Cont. (DHCP. Samba.
NFS) Contiguring Active Direclory on Windows Server

Reference Materials {or use any other standard and latest books):

i. Study guide for Practice of System and Network Administration by Thomas A, Limonceili. Cram 101;

2nd Edition (2011). [SBN-10: 1428851755,

Linux Administration: A Beginner's Guide. Seventh Edition 7th Edition by Wale Soyinka

. Active Directory: Designing. Deployving, and Running Active Directory Fifth Edition by Barian
Desmond

[P I BN

! ITDC-6203 Information Technology Infrastructure v

| Credit Hours: |

3 (3-0
. Contact 3.(3-0)
| 3-0
! Hours:
i ..l None
| Pre-requisifes: |

" Course Introduction:

| The Information Technology Infrastructure course delves into the foundational components and
manugement of 1T systems. covering hardware, software. networks. and security to ensure a
rahust and efticient rechnological framework for organizations. Participants gain insights into
designing. implementing, and maintaining IT infrastructure,

CLO .
No Course Learning Outcomes Bloom Taxonomy
Information technology architectures including
T coffware  systems.  hardware, operating  svstems.
CLO- ¥ v aame ardware.  op B Ayt C2 {Linderstand)
: Jatabases. componant technologies. networking. aud
archilecture palterns.
CLO-? [ Infrastruclure Management. C3 (Apply)
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L

| Introduction and Definition of IT Infrastructure, IT building block, process building biocks.
Application building block. Application Platform building block, Infrastructure building block.
| Non-functional Atiributes: introduction, non-functional requirements. Availability Concepts.
Calculating availability, Sources of Unavailability. Availability Patterns. Performance concepts:
| introduction. Perceived performance, Performance during Infrastructure Design. Performance of
a running system. performance pattern, Sources of Performance Metrics, Performance Puttern,
Security Concepts: Risk Management, Cryptography. Computer Crime. Security Patierns.
_Dd!.ﬂ(.k.l"ltl’ﬁ?'i Introduction & History., Building Blocks, Datacentre Availability. Datacentre
' Security. Networking: Building Blocks. Network virtualization. Network Availability. Network
' Performance. Network Security. Storage: Introduction and History. Building blocks.
Availability, Performance. Security. Compute: Introduction, Building Blocks. Availability.
Pc.l‘h)!‘mdl'lt.t.' Security. Operating Systems: Introduction. Building Blocks. Implementing
| Various OSs. OS availability. O$ Performance, OS Security. End User Devises: Introduction & |
History. Building Blocks. Desktop virtualization, Device Availability. Performance. Security.
Infrastructure life cycle. Infrastructure deployment options: introduction. Hosting options.
'Lnterpnse infrastructure  deployment. Software defined data-centre. (Hyper) Converged
[nfrastructure. Cloud computing, infrastructure as a code. Purchasing Infrastructure And
_Services. Deploving The Infrastructure. Maintaining The Infrastructure, Deploving applications. |

| Reference Materials (or use any other standard and latest books):

I Infrastructure Architecture: [nfrastructure building blocks and concepts by Sjaak-Laan.
Lulw.com: 3® edition (2017). ISBN-978-1-326-92569-7 |

2. 1T Infrastructure and its Management by Prof Phalguni Gupta, Tata McGraw Hill Education |
Private Limited (October 6. 2009). 1ISBN-10: 0070699798

. IT Architecture For Dummies byKalani Kirk Hausman and Susan Cook, For Dum-mies; 1st
Edition (November 9, 2010). ISBN-10: 0470554231

. Standards Policy for Information Infrastructure by Brian Kahin and, Janet Abbate. The MIT

Press (August 14, 1993), ISBN-10: 02621 1206X

IT Architectures and Midd{eware: Strategies for Building Large. Integrated Systems hy Chris

Britton and Peter Bye. Addison-Wesley Professional: 2nd Ldition (fune 3. 2004y, ISBN-10: |

0321246942

'J -

e

i

ITDC-6204 Paralle] and Distributed Computing

Credit Hours: 3(3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

The Parallel and Distributed Computing course explores advanced computing paradigms.
covering parablel processing and distributed systems. Participants gain e\pemse in designing and
optimizing algorithms for parallel execution. addressing challenges in distributed computing
environments,

LO . . Bloom

C, | Course Learning OQutcomes

No. = Taxonomy

. LU | Learn about parallel and distributed computers. C') (Ulldu’bl’llld)

Cl.lJ-E Write portable programs lor parallel or distributed architectures C3eApply)

S using Message-Pussing Intertace (MPH library |

CLO-3 Analyze ;muple\ pmblems with shared memory programming ~4 (Analyze)

- boa -_1 - 2l
with openMP. i
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Pre-requisites: | None

Course Qutline:

Asynchronous/synchronous computation/communication. concurrency control, fault tolerance.
GPU architecture and programming. heterogeneity. interconnection topologies. load balancing.
memory  consistency model. memory hierarchies. Message passing interface (MPI).
MIMD/SIMD, multithreaded programming. parallel algorithms & architectures. parallel 1/O.
performance analysis and tuning. power. programming models (data parallel, task paraliei,
process-centric. shared/distributed memory). scalability and performance studies. scheduling,
storage systems. synchronization. and tools (Cuda. Swilt. Globus. Condor. Amazon A WS,
OpenStack. Cilk, gdb, threads, MPICH, OpenMP, Hadoop. FUSE).

IRefercnce Materials {or use any other standard and latest books):

'l. Distributed Systems: Principles and Paradigms, A.'S. Tanenbaum and M. V. Steen. Prentice

P Hall, 2™ Edition. 2007

2. Distributed and Cloud Computing: Clusters, Grids. Clouds. and the Future Internet. K
Hwang. J Dongarra and GC. C. Fox, Elsevier. 1 Ed.

Contents of Domain Elective Courses

ITDE-6201 Cloud Computing .~

Credit Hours: 3(3-0
Contact Hours: { 3-0

Course Introduction:

The Cloud Computing course explores principles and applications of leveraging scalable. on-
demand computing resources over the internet. covering architecture. security. and emerging
trends for effective cloud system management. Participants gain skills w0 design and deploy
vloud-based solutions.

1
CLO . Bloom
| : Course Learning Qutcomes
No. _ Taxonomy
' Understand  of clowd computing principles. models. and
CLO-I technolagies. C2 {Understuand)

CLO-2 select and apply appropriate methods for a C3 (Apply)
particular case

Course Outline: e o : —
Introduchon o Clowd Computing. Delinition und Evolution of € luud Computing.  key
Characteristics and Service Models, Cloud Deployment Models. Benefits and Chaltlenges of
' Cloud  Computing, Cloud  Service Models (laaS. PaaS, SaaS).  Virtualization and |
Containerization. Virtualization Concepts, Hypervisors and Virtual Machines. Containerization |
| vith Docker, Container Orchestration (e.g., Kubernetes). Cloud Architecture and Deployment |
Models. Data Storage and Retrieval in the Cloud. Cloud Storage Services. Database Services in !
the Cloud. Data Bachup and Recovery. Serverless Computing, Cloud Seewrity and Complianee, |
Cloud Migration Swategies. Planning and Assessing Cloud Aligration, DevOps in the Cloud,

Emerging Trends in Cloud Computing

| Reference Materials (or use any other standard and latest hooks):
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I. Cloud Computing: Concepts, Technology & Architecture" by Thomas Erl, Ricardo Puttini,
and Zaigham Mahmood.

2. The Art of Cloud Computing: Concepts and Examples” by Thomas Erl.
3. Cloud Native Infrastructure” by Justin Garrison and Kris Nova.
-+ Mastering Cloud Computing: Foundations and Applications Programming” by Rajkumar

Buyya. Christian Vecchiola. and S, Thamarai Selvi.

e

ITEC-6202 Internet of Everything '

Credit Hours:
Contact Hours:
Pre-requisites: | None

(3-0)
-0

L Lo

Course Introduction: )
This course on the Internet of Everything explores the interconnectedness of devices. people.
and data, providing insights into the dynamic landscape of loT. sensor networks, and intelligent
systems. Delve into the principles and applications of foF. understanding its transformative
impact on industries. smart cities, and the evolving digital ecosystens.

(ELO Course Learning Qutcomes Blo—om
No. Taxonomy

Understand  Internet of Everything. coverine architectural ,
CLO-1 nd net oy HINg. covering - arg C2 (Understand)
Lomponents. applications, and socictal imglications,

CLO-2 Apply analytical twols to manage and derive insights from the

| o e C3(A ly
|_vast amounts of data penerated within loE ECOSYSIeNs, (Apply)

C3 (Apply)

CLO-3 Develop practical skills in designing and tmplementing loF
' I solutions with diverse techiologies.

’(.‘nursc Outline:

Tlnlrnducliou to loE. Architectural components, devices, sensors, and communication protocols.
Data management and analvtics in the loE context. Role of big dinta and analytical tools. Securily
and privacy challenges specific 1o loE, Ethical considerations, [oE applications in various
industries. including manufacturing, healthcare, transportation. and smart cities. real-world
implementations case studies, Integration of IoE with cloud computing and the role of edge
computing. loF standards, interoperability, and the regulatory landscape. Societal impact of loE.
Future trends in [oF,

Reference Materinls {(ur use any other standard and latest books):

b dol Fundamentals: Networking Technologics. Protocols. and Use Cases for the Internet of
Phings” by David Hanes and Gonzalo Salgueiro.

The Internet of Everything: How More Relevant and More Valuable Connections Wil
Change the World" by Dave Evans

107 Building Arduino-Based Projects" by Peter Waher.

| 4

td

. Building the Internet of Things: Implement New Business Models. Disrupt Competitors.
ranstorm Your Industry” by Maciej Kranz.
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ITDE-6203 IoT Data Analytics v

Credit Hours: 3(3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction
I'his course in loT Data Analyvtics navigates through leveraging data generated by o1 devices.
oftering insights into advanced analytics for actionable decision-making. Explore techniques to
analyze. interpret, and derive valuable insights from the diverse and voluminous data streams in
the Internet of Things

C,LO Course Learning Outcomes Blopm
Nu. Taxonomy

Understand ToT data analyvties principles. including  the
CLO-| challenges and opportunities associated with processing | C2 (Understand)
diverse and real-time datasets.
Apply advanced data analytics techniques including machine
CLO-2 learning ‘alg'orithms,. effectively. developing ;?re‘dictive
models for forecasting trends and anomalies within 10T
datasets.
Apply ethical considerations and security measures fo
CLO3 addres.s privacy concerns and ensure d':m‘1 integrity x'vithin loT
analytics, showcasing practical skills in implementing secure
| solutions.

C3 (Apply)

C3 (Apply)

Couarse Outline:

Fundamentals ol loT duata analytics, Techniques for collecting diverse foT data. Pre-processing
strategies for quality enhancement. lmportance of real-time analytics, Implementation and
optimization strategies, Introduction to machine learning algorithms. Application of ML.in loT
data analytics, Developing predictive models for loT data, Evaluation and refinement of
predictive models. Techniques for effective data visualization. Tools and platforms for creating
| meaningful visualizations. Addressing security challenges in 1oT dat ani’y tics, hnplementing
| privacy-preserving measures. Ixploring ethical considerations in Loy <aie analytics, | atest
trends in 1ol data analvtics

Reference Materials (or use any other standard and latest books):

I. toT Analytics: A Guide for Business Professionals and Students" by Ron Schmelzer.
2. Data Science for 1oT: Start Here!™ by Ajit Jaokar.

3o Intemet of Things. A Hands-On Approach” by Arshdeep Bahea and Vijay Madisetti.

4o 10t Data Analysis with MATLAB” by Vishal M. Pawel.

ITDE-6204 Virtual Systems and Services

Credit Hours: 3 (3-0)
Contact Hours: | 340
Pre-requisites: | None

Course Introduaction: B -
The Virwal Systemns and Services course provides a concise exploration ol virtuatization

technologies, covering fundamental principles, practical implementations. and their integration
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in cloud computing and networking. Participants gain hands-on experience in managing
virtualized environments for enhanced efficiency and resource optimization,

CLO . Bloom
. Course Learning Qutcomes .
No. Taxonomy

Understand  Virtualization principles. technologies. and their
CLO-I applications  in  various T domains. including  server | €2 (Understand)
_infrastructure, networking, and storage.

| Apply virtualization concepts to design and deploy practical
solutions, showcasing the ability to implement and manage

CLO-2 . : L .
virtual systems effectively in diverse environments.

C3 (Apply)

Analyze virtualized environments [or performance optimization.
security vulnerabilities, and resource utilization. fostering the
CLO-3 ability to assess and enhance the efliciency of complex virwal C4(Analyze)
! systems and services.

 Course Qutline:

Overview of virtualization technology and its application. Comparison of traditional and virtual
systems, Overview of Intel x86 platform. Parallel and distributed systems, Types of
virtualization. Virtualization at Sofiware and Hardware level. Virtual Machines and
configuration of VMs: Managing CPU, storage. networking etc. lor VMs, Key features of VMs.
lvpervisors and  Configuration of Vmware. Hyper-V and Xen hy pervisors. Types of
hypervisors: Type-1 and Type<2 hypervisor. Features and limitations of hypervisors, Para-
virtualization and Para-virtualized software components. Vimware ESXi. Xen and Microsoft
virtuatization implementation in the context of datacenters (lab sessions). Virtualization in
Cloud Computing. Virtualization in IoT, Virtualization security: security at hypervisor level,
VM security. Future of Virtualization, Semester project

Reference Materials (or use any other standard and katest books):

Virtualization from Deskiop to the Enterprise. Chris Wolfand Erich M. Halter, Latest Edition

The Definitive Guide to the Xen Hypervisor. David Chisnall. Latest Edition

Windaws Server 2012 Hyper-V Installation and Configuration Guide, Aidan Finn. Michel

Luescher. Patrick Lownds, 2013

4. Xen Hypervisor Case Study - Designing Embedded Virtualized Intel®  Architecture
Platicems

5. Handbook of Virtual Environments: Design. Implementation. and Applications (Human

Factors and Ergonomics), Edited by Kay M Stanney. Lawrence Erlbaum Associates Viral

Reakity Technology by GRIGORE

'ed [ e

ITDE-6205 Ubiquitous. Pervasive, and Autonomic Computing v/
3

Credit Hours:
Contact Hours: | 3-0

Pre-requisites: | None

Course Introduction:
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This course on Ubiquitous. Pervasive, and Autonomic Computing provides s prolound
exploration of pervasive technologies and autonomic systems. Delve inte the principles shaping
ubiguitous computing. understanding how pervasive technologies and autonomic computing
contribute to seamless, adaptive, and intelligent computing environments.

CLO . . Bloom
,L'( Course Learning Qutcomes
No. Taxonomy

Understand Ubiquitous. pervasive, and autonomic computing
CLO-1 principles. discerning their applications and significance in | C2(Uinderstand)
modern computing landscapes.

Apply theoretical concepts to design and implement intelligent
CLO-2 systems in various domains, showcasing proficiency in creating | C3(Apply)
technology that seamlessly integrates into daily life.

Course Qutline:

Introduction to Ubiquitous and Pervasive Computing. Pervasive Computing Technologies
(Sensor Networks, 10T Devices). Autonomic Computing Principles (Self-Management. Self-
Optimization). Ubiquitous Computing in. Wearable Devices, Pervasive Computing in Smart
Environments (Smart Homes, Cities). Autonomic Computing in Cloud Environments (Self-
Healing. Fault Tolerance), Security and Privacy in Ubiquitous Systems. and Practical
Applications and Case Studies. Integration of computing into everyday environments. adaptive
and self-managing systems. Challenges and applications of ubiquitous and pervasive
technologies.

Reference Materials (or use any other standard and latest books):

1. Ubiquitous Computing: Smart Devices. Environments and lnteractions” by Stefan Poslad.
2 Autonemic Computing: Concepts, Infrastruciure. and Applications™ by Manish Parashar and
Sakim Hariry.

Pervasive Computing: The Mobile World™ by Uwe Hansmann et al.

4. Ubiquitous Computing Fundamentals" by John Krumm.

[P

ITDE-6206 Fog Computing. Edge Computing. and Mobile Fog Computing v/

dee —
Credit Houars: 3(3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

This course introduces Fog Computing., Edge Computing. and Mobile Fog Computing. providing
a comprehensive exploration of distributed computing paradigins. Delve into the principles and
applications of fog and edge computing, aleng with the unique challenges and opportunities
presented by mobile fog computing in the evolving landscape of decentralized computing
_architectures.

l(\.l['() Course Learning Outcomes !l%::::::omv
A deep understanding of Fog Computing. Edge Computing. and
CLO-I i Mobile Fog Computing. discerning their  architectures. | C2 (Understand)
| applications. and integration strategies.
’ | Apply computing principles in real-world scenarios. optimizing
C10-2 I resource utilization and enabling quick decision-making in | C3 {Apply)
i decentralized environments.
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Analyzing real-world case studies and develop problem-solving

CLO-3 skills through hands-on projects. addressing challenges in fog, | C4 {(Analyze)
| edge, and mobile computing

Course Qutline:

Introduction, Understanding Cloud, Edge. Fog. and Mobile IF'og Computing, Evolution and Key
Concepts. Use Cases and I[ndustry Applications, Fundamentals of Fog Computing. Fog
Computing Architecture, Edge Computing Basics, Distinctions Between Edge and Fog
Computing. Edge Computing Architecture, lategration with Fog and Cloud Environments,
Mobile Fog Computing Foundations. Integration of Mobile Devices into Fog and Edge
Computing. Mobile Fog Computing Architecture, Challenges and Opportunities in Mobile Fog
Computing. Resource Optimization Strategies in Fop. Edge and Mobile Fog computing. Real-
Time Decision-Making. Reai-time Data Processing Applications, Case Studies and Use Case
Analysis, Addressing Security Challenges in Fog. Edge and Mobile Fog Computing, Privacy-
Preserving Measures, Data Integrity and Confidentiality in Edge-Fog-Cloud and Edge-Fog-
Cloud Interactions, Application of Fog. Edge and Mobile Computing Principles with
development of Hands-On Projects. Group Assignments and Case Stwidies. Exploring Challenges
and emerging Trends and Innovations in fog. edge and mobile fop computing.

Reference Materials (or use any other standard and latest books):

t. Fog and Edge Computing: Principles and Paradigms” by Rajkumar Buyva and Satish
Narayana Srirama.

. Edge Computing: A Primer" by Hashim H. Abbasi.

Muobile Fog: A Tocl for Data Collection” by Muhammad Waseem et al.

Fog Computing in the Internet of Things: Intelligence at the Fdge" by Zaigham Mahmood.

Muodern Database Management by Jeffrey A. Hoffer, V. Ramesh. and Heikki Topi.

Pearson: {2th Ldition (2015). ISBN-10: 1292101837

LIS P |

o

[TDE-6207 Machine Learning in Fog/Edge .

i

-

Credit Hours; 3(3-0)
{{Contact Hours: | 3-0
|'Pre-requisites: | None

Course 1ntroduction:

This course on Machine l_earning in Fog-Edge Computing delves into advanced technigues.
exploring the integration of machine learning algorithms in decentralized computing
environments. Gain insights into optimizing data processing. enhancing decision-making, and

addressing challenges unique to the intersection ot machine learning and fog-edge computing
paradigms,

CLO . \ Bloom ]
L. Course Learning Qutcomes '
No. s Taxonomy

Understand  machine  learning  principles  in log-cdge
CLO-1 computing, recognizing the significance and challenges of' | C2 (Understand)
| decentralized environments.

l Apply machine learning algorithms at the cdge and tog.
CLO-2 ¢ optimizing models for resource efficiency in fog computing | C3 (Apply)

and real-time decision making

Course Cutitne;
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Key Machine Learning Concepts and Algorithms. Model Training and Evaluation. Applications
in Decentralized Environments, Edge Computing and Machine Learning Integration. Challenges
and Opportunities in Integrating Machine Learning Models, Real-world Use Cases and Success
Stories, Fog Computing Architectures for Machine Learning, Integration of Machine Learning
Models in Fog Environments, Real-time Decision-Making in Fog-Edge Environments through
Machine Learning. Security Challenges in Machine Learning at the Edge and Fog. Implementing
Privacy-Preserving Measures. Ensuring Data Integrity and Contidentiality, Applying Machine
Learning in Fog-Edge. Real-world Case Studies and Implementation Challenges.

Reference Materials {or use any other standard and latest books):

l. Fogand Edge Computing: Principles and Paradigms” by Rajkumar Buyya and Satish
Narayana Srirama.

Edge Computing: A Primer" by Hashim H. Abbasi.

Mobile Fog: A Tool for Data Collection" by Muhammad Waseem et al.

Fog Computing in the Internet of Things: Inteiligence at the Edge” by Zaigham Mahmood.
Modern Database Management by Jeftrey A, Hoffer. V. Ramesh. and {leikki Topi.
Pearson; 12th Edition (2015). ISBN-10: 1292101857

SRR |

ITDE-6208 Application Development Using Microservices & Serverless v

| This course initiates Application Development Using Microservices & Serverless. otfering
D -

Credit Hours: 3{(3-0)
Contact Hours: | 3-0
Pre-requisites: | None

| Course Introduction:

insights into modular architecture and serverless computing. Explore advanced technigues in
buitding scalable. resilient. and cloud-native applications through microservices and serverless
technologies,

C!LO Course Learning Qutcomes ?Io.um
No. ‘ Taxonuomy
i Understand  microservices  and  serverless  computing i
CLo-r principles.  discerning  their  henefits.  challenges. and | C2 {Understand) |
| applications in contemporary suttware development.
5 Apply microservices and serverless technologies in hands-on
CLO-2 ! projects. showcasing the ability to design. deploy, and | C3 (Apply)
l manage scalable and resilient applications.
| Analvze practical case studies to develop problem-solving
CLO-3 ! skills through. addressing chal!enges related to scalability. C3 (Analvze) |
; resilience. amd cost management in microservices and o -
o serverless environments. B o .

Course Outline:

Microservices Architecture Principles. Serverless Computing Fundamentals, F\’]icroscrvices|
Development Lifecyele (design. development, testing, and deplovment. with a focus on |
Continuous  {ntegration and  Continucus  Deployment  (CICD). Serverless  Application |
Development (Frameworks. Tools, Event-Driven Architecture. Function-as-a-service (Faa$)). ‘
Scalability and Resilience in Microservices. Cost Management in Serveriess Environments. |

iSecurity Considerations in Microservices and Serverless. Practical Projects and Case Studies.
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Reference Materials (or use any other standard and latest books):

. Building Microservices, Sam Newman.

2. Serverless Architecture on AWS, Peter Sbarski.
3. Microservices Patterns, Chris Richardson.

{, Programming AWS Lambda, John Chapin.

ITDE-6209 Semantic Web 4

| Credit Hours: | 3 (3-0)
3-0

Contact Hours:
Pre-requisites: | None

(Course Introduction:

This course provides an overview of Semantic Web technologies. including RDF, OWL, and
SPARQL. Students will learn to model, represent. and query semantic data. enabling them to
| Ibuild intelligent and interoperable web applications.

CLO . . Bloom

\ Course Learning Qutcomes .
No. ' Taxonomy
CLO-1 Understand the foundational principles and componenis of the 2 (Understand)

Semantic Web, including RDF, OWL, and SPARQL.

Apply Semantic Web technologies to model information using
RDF, create ontologies with OWL. and execute complex queries

- N

SR using SPARQL  with hands-on  projects and  real-world C3 (Apply)
applications.

CLO3 Analyze and evaluate semantic data models. ontologies. and C4 (Analvze)

SPARQL queries.

Course Outline:

Semantic Web ~ Introduction and Vision . Structured Web Documents. XML, RDF. RDF-5
Web Ontology Language. WL, Ontology Engineering (Protége) Discovering Information,
Querying (SPARQL) Semantic Web Applications (E-learning. Web services),  Description
Logic Reasoning {Fact++); Rules (SWRL) Building Semantic Web Applicutions (Apache Jena
Framework). Building Semantic Web  Applications.  State-of-the-urt in - Semantic Web
community (Linked data and applications)

Reference Materials (or use any other standard and latest books):

{. A Semantic Web Primer third edition Grigoris Antoniou. Paul Groth, Frank van Harmelen.
Rinke Hoekstra [SBN:0262018284 9780262018289

2. The Semantic Web: A Guide to the Future of XML. Web Services, and Knowledge
Management by Michael C. Daconta Lee ). Ohrst and Kevin T. Smith

3. baplorer's Guide to the Semantic Web by Thomas B. Passin

l ITDE-6210 Digital Marketing and Ecommerce v

Credit Hours: 3(3-M
Contact Hours: -0

I’u. “reyihisiles: None
- O
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Course Introduction:

This course inuoduces Digital Marketing and E-commerce. offering insights into online
strategies and tools for navigating the dynamic landscape of digital business. Explore etfective
approaches to enhance online presence, engage customers, and drive business growth in the
digital realm,

Bloom

CLO No. | Course Learning Qutcomes -
Taxonomy

Understand of digital marketing and e-commerce principles.
frameworks. amd best practices.

CLO-1 C2(Understand)

Apply theoretical concepts to real-world  scenarios,
CLO-2 demonstrating proficiency in executing eftective digital | C3(Apply)
marketing and e-commerce strategies.

| Develop analytical skills to measure and optimize the
CLO-3 performance of digital marketing and e-commerce initistives. | C4{Analyze)
| uiilizing relevant metrics,

Course Outline:

introduction to {undamental concepts of digital marketing, digital marketing strategy and
planning. emphasizing website design and user experience (UX). Search engine optimization
(SEO)Y. social media marketing, email campaigns; and pay-per-click (PPC) advertising.
Introduction to e-commerce. including platform selection. operational considerations, and
effective marketing strategies. Analytics and measurement techniques, legal and ethical
considerations. and exploration of emerging trends, such as influencer marketing and augmented
reality, round out the comprehensive curricuium,

Reference Materials (or use any other standard and latest books}:

Digital Marketing: Strategy. Implementation, and Practice” by Dave Challey and Fiona Ellis-
Chadwick.

E-commerce Evolved: Essential Tactics to Grow Your Business" by Tanner Larsson.

Influence: The Psychoiogy of Persuasion” by Robert B, Cialdini.

Epic Content Marketing” by Joe Pulizzi.

ITDE-6211 E-Commerce Application Development \//

: I,
Credit Hours: |3 (3-0
'.“

Contact Hours: | 3-0
Ure-requisites: | None

Course Introduction:

:online platforms. providing hands-on experience o bring digital storefront ideas Lo lile,

This course in E-Commierce Application Development empowers students to create uscer-friendiy |

-

LO . Bloom

|C Course Learning Outcomes .

| No. ' _ | Taxonamy

I nderst: CONCEPLs ¢ andards related to the discipline |

!|( LO-1 Understand the concepts and standards related to the discipline | C2(Understand) |

Cof E-Comimaree, .
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|' | Apply web development technologies to design and develop a

cLo-2 | responsive and dynamic interfuce for an E-Commerce | C3{Apply}
| application.

Analyze the security features of an E-Commerce application.

mechanisms and proposing improvements.

{
|
| CLO-3 evaluating the effectiveness of authentication and authorization | C4(Analyze)
|

Course Qutline:

| An overview of e-Commerce. Brick N Mortar stores vs Service-based companies. e-Commerce
| Models. e-Commerce popular sites: iStockphoto. WooThemes, eBay. Amazon. Play.com.
| Planning an e-Commerce Framework: Designing a framework. Patterns. MuodelView-Controlter,
Registry. Singleton. Structure. Building a framework, Routing requests. Products and
Categories: Product information. Category information. Structuring Content, Versioning.
Building products. categories, and content functionality. Routing products and categories.
product Variations and User Uploads: Giving users choice. Giving users control. Shopping.
Enhancing the User Experience: The importance of user experience. Search. Providing wish lists.
Making Recommendations,  Stock  Checking.  Customer's  Feed  Back.  Processing

Basket. Cleaning the Basket, The Checkout and Order Process: The Process, Authentication,
Pavment Method. Order Processed. Shipping and Tax: Shipping Methods. Shipping Costs.
Shipping Rules, Tracking. Tax Calculation, Discounts, Vouchers, and Referrals: Discount codes.
Purchasable Voucher Codes, Referrals, Checkout: Checkout process consideration. Order
process review. Authentication & Contirmation. Taking Payment for Orders: Taking paymenl.
- Payment System. Payment gateway. Taking Payment Online. Taking payment offline. User
| Account Features: User Account Area, Changing Details, Viewing & Managing Orders,
! Administration: Dashboard. Managing Products and Categories. Managing Orders. Customers
| Relunds, Voucher Codes, Shipping. Deploying, Security, and Maintenance, SEO.
|

Reference Materials (or use any other standard and latest books):
‘l. PHP 3 E-coinmerce Development by Michael Peacock, Packt Publishing (Janvary 20. 2010).

[SBN-10: 184719964 X{TB]
2. L-Commerce. Kenneth Laudon and Carol Guercio Traver. 13th Fdition. Pearson. 2017
3. PHP 5 £-commerce Development, Michael Peacock. Packt Publishing. 2610.
1. taeroduction to E-Commerce. Jeffrey F. Ravport, MeGraw-HL 2od Edition, 2007,
| 5. Flectronic Commerce, Gary Schaeider, Course Technology: 1 2th Edition 2016

reviews/commenis. The Shopping Basket: Creating A Bashe. Baskel Contents, Managing the |

IIDL 6212 Enterprise Systams 7

( redit llnuu' Ts 3 (3-0)
| Coutact Hours: | 3-0
Pre-requisites: | None

Cuourse Introduction:

and management. focusing on advanced business systems. Students will delve into the selection.
implementation, and practical utilizetion of modern ERP systems for effective entupnqe
sulutions.
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(,LO } Course Learaing Outcomes e
No. | | Taxonomy
CUnderstand Core concepts il ..mnpnnuus ol enier p!’lbl. -

CLO-1 systems, role of enterprise systems in optimizing vrganizational | C2 (Undcerstand)
processes.
Apply enterprise software applications to address real-world

CLO-2 business chalienges that enhance efficiency and effectiveness in | C3 (Apply)
arganizational workflows,

CLO-3 | .»i\'nflly?:e the clTeclslof f:nt'erprise s_?':.l.c.'me'; (m' lu‘u,i'ness processes. | (Analyze)

n data managzement, and overall organizational stralegy.

Course Qutline:

Introductivn to Enterprise system management. Business Process I\'!anagcrﬁcm and system
integration, Architecture and Plattorm of Enterprise systems. Enterprise Systems and
development lifecycle technology, Enterprise Systems and Business Process Re-engineering.
implementation and  strategies, Software and vendor selection. Operation and  post-
implementation. Program and project management, Global, Ethics and security management,
Supply chain management, Customer Relationship management and its tacter.

Reference Materials (or use any other standard and latest books):

| Enterprise Systems for Management. Published by PEARSON. Luvai F. Motiwalla and Jefl
Thompson {latest edition) i

. Modern ERP: Select, Implement & Use Today's Advanced Business Systems by Marianne |
Bradford, lulu.com (latest edition). |

. Business Process Management: Concepts. Languages. Architectures by Mathias Weske, :

~J

L

springer: (latest edition) |
. Business Process Management Conumon Body Of Knowiedge by Yvonne Lederer Antonucci.
et. al.. CreateSpace Independent Publishing Platform (latest edition)

-

l(,lctht Hnurs' 3¢3-(h
Contact Hours: | 3-
P're-requisites: | None

Course Introduction:

[his course provides an in-depth exploration ol mobile and wire less networks. covering
Jundamental coneepts. architectures, protocols, and practical applications. Students will gain a
n.m'n|m,tu.n‘;i\'c und"rslanding of the cvnlution 0!' mobile !cchnologics. wireless communication

CLO . L Bloom
. | Course Learning Qutconmes - )
Na. __Taxonomy

Undu‘;mnd Lor- 1_n|1(.epts amd unnpol‘lenl\ of mnblh and
L. | wireless network. wireless communication principles. and
\.I..C)-! | . . .
! | architecture of cellular networks. including handover and

:
C2 (Understand) |
' roaming concepts. ’
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Apply wireless technologies by designing and implementing
secure WLANs with IEEE 802.11 standards and addressing real-
- world challenges through the application of Mobile [P, IPv6.

i Bluetooth, Zighee, and PAN technologies.
| Analyze networks by assessing the performance ol transport
layer protocols in wireless enviromments. scrutinizing Wireless
CLO-3 Sensor Networks (WSNs), proposing energy-efficient | C4 (Analyze)
¢ protocols, and critically evaluating challenges for future
! |_optimization. _

' CLO-2 C3 (Apply)

| Course Qutline:

Overview of Mobile and Wireless Networhks. \’Hrelua Communication Principles. Radio
frequency spectrum. Modulation techniques, Signal propagation and channel capacity.
Challenges in wireless communication, Mobile Network Architecture. Cellular Network
| Camponents. , Handover and Roaming Concepts. [EEE 802.11 Standards, Introduction to Wi-
[[Fi, 802.1 1a/b/g/w/ac standards. WLAN Architecture and Components, Security in WLANSs.
Threats and vulnerabilities. Best practices for securing WLANs, Emerging security technologies
i WLANs, Personal Area Networks (PANs) Bluetooth technolowy, Zigbee technology.
Applications and scenarios for PANs. Week 7-8: Mobile Newwork Protocols. Mobile 1P and
IPvh. Mobile 1P fundamentals. IPv6 and its role in mobile networks. Transport Layer Protocols
| in Mobile Networks. Transmission Control Protocol (TCP) in wireless environments. User
| Datagram Protocol (UDP) in mobile networks. Optimization techniques for mobile networks,
| Wireless Sensor Networks, Intraduction to Wireless Sensor Netwarks (WSNs). Characteristics
and applications of WSNs. Sensor node architecture and components. Security and Energy
Efficiency in WSNs, Security challenges in WSNSs, Energy-elficient communication protocols.
' | Mobile Network Management and Optimization. Mobile Network Planning and Optimization.
Coverage and capacity planning, Optimization techniques for mobile networks. Challenges and
| Future Trends in Mobile and Wireless Networks, Emerging technologies (e.g.. 6G). Industny
challenges and research directions, Real-world Examples of SLILLessﬁll Dcpiw ments.

O

I. Wireless Networking: Know it All By Praphul Chandra, Daniel M. Dobkin, Dun E Beusl\\
| Ron Olexa. David Lide. Farid Dowla: Publisher: Newnes
20 Wireless Communications & Networks latest Edition; by William  Stallings. [SBN:
0131918354, Revised in 2009,
3. Wireless Networks: Design and Integration tor LTE. EVDO. HSPA and Wimax by Clim
i Smith 3¥edition { 2014). ISBN-10: 0071819835

‘[Relcreuu Materials (or use any other standard and latest books): !
| |

U

ITDE-62 {4 Network Design dlld I\Iana"unent V/

) CEE g R
] Credit Hours: 3 (3-0)
' Contact Hours: | 3-0
! Pre-requisites: I mone

.

Course Introduction: -

This course |Jrowdeq & comprehensive undelstandmg of network architecture and nnnaatmcnl |
Through a blend of theoretical foundations and practical applications. students enhance their i
shifls in designing. sccuring. and optimizing computer networks, preparing them for real-world |

Papge 33 ot 72

nogfstral

oL
*r'lmcnlclln rmaﬁanTEchn
%e"n ;arsity of gaegodnd
..uJUl.



|

lcLo 7]
Do,

challenges in the field.

Bloom

i Course Learning Outcomes
: Taxonomy

Understand Network Design Principles by defining key concepts
CLO-1 and elucidating the [undamental elements that contribute to an | C2 (Understand)
effictent, secure, and scalable network architecture.

Apply Network Management Strategies by implementing
practical approaches for optimal performance and leveraging

S0 network monitoring tools and protocols to address real-world CATApply)
challenges in network administration.
+ Analyze and Evaluate Network Architectures by assessing the
CLOS3 pertormance of diverse nelwork structures. critically evaluating C4 (Analyze)

strengths and weaknesses in existing networks. and proposing
improvements to enhance overall efficiency and security.

[Cuurse Outline:

I a Campus Network Design Topology. Virnual LANs, Wireless LANs. Redundancy and f.oad

Lthe Enterprise Fdee Topology. Secure Network Design Topologies. Designing Models for
; } g 2) g pelog gning

|Analvzing Business Goals and Constraints: Using a Top-Down Network Design Methodology.
Analvzing Business Goals. Analyzing Business Constraints. Analyzing
Technical Goals and Tradeoffs. Scalability. Availability. Network Performance. Security.
Manageability. Usability. Adaptabilily. Affordability. Making Network Design Tradeolts,
Characterizing  the Existing  Internetwork:  Characterizing  the  Network  Infrastructure.
Checking the Health of the Existing Internetwork. Characterizing Network  Traffic:
Characterizing Traffic Flow, Characterizing Traffic Load, Characterizing Traffic Behavior.
Characterizing Quality of Service Requirements, Designing a Network Topology: Hierarchical
Network Design. Redundant Network Design Topologies, Modular Network Design. Designing

Sharing in Wired LANs. Server Redundancy. Workstation-to-Router Redundancy. Designing

Addressing and Numbering: Guidelines for Assigning Network Layer Addresses. Designing a
Model for Naming. Selecting Switching and Routing Protocols: Making Decisions as Part of the
Top Down Network Design Process. Selecting Switching Protocols. Selecting Routing
Protocols. [P Routing. Developing Network Security Strategies: Network Security Design.
Security Mechanisms, Modularizing  Security Design. Developing Network Management
Strategies: Network Management Design. Network Management Architectures. Selecting
Network Management Tools and Protocols, Physical Network Design: Selecting Technologies
and Devices for Campus Networks: LAN Cabling Plant Design. LAN Technologies. Selecting
internetworking Devices fora Campus Network Design. Example of a Campus Network Design.
Selecting Technologies and Devices tor Enterprise Networks: Remote-Access Fechnologies,
Scelecting Remote-Access  Devices  tor  an  Luterprise. WAN  Technologies.
Example of a WAN Design. Testing Network Design: Using Industry Tests, Building and |
Testing, Prototype Network System, Writing and Implementing a Test Plan for Network Design, |
Tools for Testing b Network Design, Optimizing Network Design: Optimizing Bandwidth Usage |
with 1P Multicast Technelogies. Reducing  Serialization Delay. Optimizing Nemork |
Performance to Meet Quality of Service Requirements. Cisco 103 Features tin Uptimizing i
Nerwork Performance. Documenting Network Desion: Responding to a Customer™s Reauest tor |
Proposal. Contents of i Network Design Docuiment.

Reference Materiais {or use auy other standard and latest bools):

1. Vop-Down Network Design by Priscilla Oppanheimer, Cisco Press: 3rd Edition { .*iE—pwmber
! 3.201H0). ISBN-10: 15387202832 (TB 1)

|
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| Building BGP Neighbor Relationships. Building the BGP Table. Building the IP Routing Table.

1.2

. Networking Systems Design and Development by [ee Chao, CRC Press: st Edition |
{December 21. 2009). ISBN-10: 142009159X (TB)

. Networks: Design and Management by Steven Karris. Orchard Publications (August
2002). ISBN-10: 0970051140

4. Network Design: Management and Technical Perspectives by Teresa €. Piliourasand
KornelTerplan, CRC Press (August [9. 1998). ISBN-10: 0849334047

[P

ITDE-6215 Routing and Switching v

Credit Hours: 3(3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

This course introduces the fundamentals of networking. The students will gain expertise in
designing. configuring. and troubleshooting networks using routers and switches. They will
acquire the skills essential for building robust and efficient communication infrastructures in the
ever-evolving world of 1T,

; .
;E(I;O | Course Learning Outcomes '!;”L(::Ll:umv
CLO-1 | Understand the switching details and mechanism Cl (Knox\:lcduc]
CLOW Understanding of the architecture and operating principle of | C2 {Understand)

| _lrouter oA Sy e

| CLO-3 Operations of wireless LANs, WANs C2 (Understand)
CLO4 | b?lu_llons . and effectiveness of routing protocols and C3 (Apply)

i 1 configurations o o

|

| Course Outline: S [ S o S o ey e A B

| Ethernet Basic: Ethernet Layer 1. Ethernet Layer 2. Switching and Bridging Logic. SPAN and
RSPAN. Virtual LANs and VLAN Trunking: VLANs, VLAN Trunking Protocols, VEAN
Trunking: ISL and 802.1Q, Configuring PPPoE, Spanning Tree Protocol: 802.1d Spanning Tree
Protocol, Optimizing Spanning Tree, Protecting STP. Troubleshooting Complex Layer 2 Issues.
IP Addressing: 1P Addressing &Subnetting. CIDR. Private Addressing. and NAT. IP Services:
IARP. Proxy ARP. Reverse ARP. BOOTP. and DGCP: HSRP, VRRP.and GLBP: Syslog, Web
Cache Communication Protocol. Implementing and Using: IP-SL AL NetFlow. Router 1P Fratic
Export. FIP. Embedded Event Manager, Remote Monitoring, TFTP Server. Secure Copy
Protocol. HTTP and HTTPs Access. Telnet Access. SSH Access. [P Forwarding (Routing): 11
Forwarding, Muti-layer Switching, Policy Routing, Optimized Edge Routing and Performance
Routing. EIGRP: Basic States. EIGRP Convergence, EIGRP Configuration. OSPF: OSPF
Database Exchange. OSPF Design and I SAs. OSPF Configurations. Virtual Link Configuration.
Contigaring OSPF Authentication. OSPF Stub Router Conliguration. 1GP Routing: Rowsting
Mar. Prefix Lists. and Administrative Distance: Router Redistribution. Router Summarization.
Delault Routes, Troubleshooting Complex Laver 3 Is-sues. Fundamientals of BGP Cpératiuns:

BGE Routinz Policies: Routing Filtering and Rouoters Summarization. BGE Path Arributes and
the BGP Decision Processes. Configuring BGP Policies. Wide Area Network: Point-to-Point
rotocol. Frame Relay Conecepts. Frame Refav Configuration, 11 Multicasting: Need ol
_i‘{_\fluIlicaslir_v_,-i__?vluhic:tsti_llg IP Addresses, Managing Distribution ol Multicast Tradlic with

e 3
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HGMP. LAN Mulucast Optimizations. IP Muolticast Routing: Basic. Dense- Mode Routme.
_Protoculs:. LAN- Specific Issues with PIM-DM and PIM-SM. Sparse-Mode Routing Protocols,

Reiermu Materials (or use any ofther standard and latest books): !

{. CClk Rouunu and Smlchlng Certification Guide (4th Edition) by Wendell Odom. Ruslh..tlv '
and Denise Donohue. Cisco Press: 4th Edition =

Packet Guide to Routing and Swilching by Bruce Hartpence. O'Reilly Media (September 3.

2011 ISBN-10: 1449306351

3. CCIE Routing and Switching v4.0 Quick Reference by Brad Ellis. Jacob Uecker and Steven

_ Means, Cisco Press (October 4. 2010). ASIN: BO0452V450

[ ]

ITDE-6215 Web3 and Blockchain Fundamentals 7

t
Credit Hours: 1
Contact Hours: ! a-U
Pre-requisites: i None

|

Introductioa:

This course introduces Web3 and Blockchain, offering a deep dive into decentralized |
technoelogics thai redeline onling interactions and seeure data practices. Explore the foundations i
and applications of blockchain. gaining insights into the transformative polential of Web3 in |
shuping the future of digital ecosystems.

t
PR P s ]
1
+
|
CLO ' . Bloom |
Course Learning Outcomes ©

No, Taxonomy
Understand  blockehain  fundamentals.  including  the !
CLO- technology's decentralized nature. cryptographic principles. | €2 (Understand) !
o and its transtormative potential for varicus industrics.. ]
! Acquire hands-on experience in developing smart contracis. =

CLo-2 interacting with decentralized applications, and exploring real- | C3 (Apply)
waorld use cases of blockchain technology. | !
5 B Y . 5 TRA T | S i |
: Analyze the erhical. legal. and societal implications ot Web3 | '
CLO-} atkl hinckchain, contributing to informed decision-making in | C3 (Anglyze) :
! this evolving fandscape. | |

_Course Qutline: D —
Introduction to Bicckehain Technology. Ct\ptmu:rcnues ‘and Tokenization. Decentralized
Apphications (Dapps). Smart Conrracts Development. Web3 Architecture and its components. |
Drecentralized ldentity and Authentication, Blockehain Consensus Mechanisms. Decentralized |
Finance (el Interoperability and Standards, Privacy and Security in Web3, Web3 Use Cases i

cand Applications, Fature Trends and Developments.

I

Rcle:emc Materials (or use any other standard and latest books): o
Y Lu.n:unw Bitcoin: Unlocking Digital € wpmcurrenues by Andrens M. Antonopotilos,

3 Bicckechain Basics: A Non-Technical Introduction in 23 Seepas™ by Daniel Drescher.

v iHockehain Revolution: How the Technology Behind Bircein and Other Cryplocurencias is
Changing the World" by Don Fapscott and Alex Tapscott.

4. The Age of Cryprocurrency: How Bitcoin and Digital Money are Challenging the Global

~fconomic Order” by Paul Vigna and Michacl ). Casey.

| Pawe 340172
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ITDE-6216 Network Securily A

Credit Hours: 3 (3-
\Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

This module aims to develop core competencies in the fields of Network security and offer the
opportunity of learning the current network security landscape, understanding current threats and
vulnerabilities and examining ways of developing effective countermeasures. it also provides a
briet'overview to network forensics for analyzing network trattic for the purposes of information
gathering. lepal evidence, or intrusion detection,

CLO j . Bloom

. i Course Learning Qutcomes

Nu. | Taxonomy

. | Ta be able te understand network security threats and methods | -

CLO-1 n. ' network security thre ethods C2 (Understand)

_ for security networhs .

.. v be able to secure” wired ne h : de ding  variol -

CLO-2 To be abie to se wetworks by deploving various C3 tApply)
methods -

- To be able 10 secure wirele works by deploying various | ..., :

CLO-3 _ 55 networks by deploying various | (. (4 o510

methods

Course Outline:

An introduction to network security, Networking Concepts and Protocols. Network Threats and
Vulnerabilities. Network Security Planning and Policy. Access Control. Detense against
Nemwork Attacks. DOS and DDOS detection and prevention. Firewalls. Inwrusion Detection and
Prevention Systems. Antivirus Filtering, Naming and DNS Security, DNSSEC, 1P security.
Secure Sockets Laver, VPN, Packet Sniffing and spoofing. Honeypot, Ethernet Security,
Wireless Security. Wireless Attacks, Wireless LAM Security with 802.11i. Wireless Security
Protocols. Wireless Intrusion Detection, Physical access and Security. Tor Network. Neowork
Yorensics. Defense against Network Artacks.

Reference Maierinds (or use any other standard and fatest hooks):

I. Network Security Assessment: Know Your Network by Chris MeNab, 3rd Edition or latest.

2. Corporate Computer Security. by Randall J. Boyle, 3th Edition

3. Bulletprool Wireless Security by Praphul Chandra

4. Network Security Essentials: Applications and Standards by William Statfings. 3™ Edition
or Latest '

IS. Cryptography and Network Security Principles and Practices by Wiliiam Stallings. Lates:

Edition

[TDE-6217 Digital Forensics \

Credit Hours: {3 (3-0)
Contact Hours:_ | 3-0
Pre-requisites: | None

|

| Course introduction: N .
Fhiz course is an inroduction to compuier forensics and investigation It provides an |
understanding of how to conduct investigations o corvectly gather. analyvze and present digital |

evidence 1o different audiences. [t alse outlines the toels to Jocate and analyze digitai evidence |

!
[}
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FCLO-d

|regulations in digital forensics. _—

5 5 v - . . T . 1
on a variety of devices. how to keep up (o date with changing technologies. and laws and

CLO : . . Bloom
. (.uurw Learning OQutecomes :
No. faxonomy

[ To develop Iumwlcdﬂe about forensic law. standards. secrulauor

security systems and platforms

CLO-I C2 {Under qnnd)
and ethical values

CLO2 lo b.e ahlle if) condu-ct d.lgital forensics for multiple piatforms and C3 (Apply)
applications by various tools

CLO-: To be able to generate reports based on digital forensic twols tor C3 (Apply) |

L S . e s e —

Course Quiline:

An introduction to Digital Forensics: use ofdlmtai forensics: Key technical concepts: Challenges

Investigative Process Methodologies : Education. Training. and Awareness: Laws. Standards.
and Regulations: Ethics and Professional Conduct: Digital Evidence Management: Coliecting

Storage Media: Discovery of Audio/ Video Evidence: Data Visualization: Data Sources:

Vastmh/.mun Twols.

Reference Mater mls {or use any other standard und Intest books):

Sammons, 2nd Edition or latest

Digital Forensics and Incident Response : Incident Response Techniques and Procedures to
Respond to Modern Cvber Threats, 2nd Edition

Guide to Digital Forensics : A Concise and Practical lntroduction by Joukin Kdvrestad datest
edition)

s

ted

in Digitai Forensics : The Difference between Computer Experts and Digital Forensics Experts; |

evidence; Antiforensics; Network forensics; Mobile and Embedded Forensics; Cloud forensics: |
Internet Forensics: social media forensics; Investigation Methods for Collecting Digital |
l{Evidence; Digital Forensic Readiness; Digital forensics tools: Discovery of Computers and |

Graphing and Charting: Analyzing Data: Data Distributions: Analysis Scenarios: Dala |

t. The Basics of Digital Forensics: The Primer for Getting Started in Di‘-';ltal Forensics by John _

A ¢ ITDE-6218 Ul / UX Designing 4

Credif Hours: 3 (3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Entroduction:

I this course. students wili learn to crafi seamless user experiences and visuully stunning
itertaces through hands-on projects. industry best practices, and design thinking principies. This
witl clevate their skills and embark on a journey 10 shape the future of digital interactions.
CLO . Bloom

Course Learning Quicomes
No. ! i Taxonomy

' Creute prototypes of mobile. tablet and web user experience

CLO-1 . . L . o C2 (Understand)
; | designs based on industry user experience design principles.
LCLO-2 | Cntigue existing ser experience designs. C3 o '\1»-1I~ ;

L. Desigin cffective and  useable mobile. tablel and  web | .

CLO-3 = ' ‘ ) LB\App[}J
applications.

Use industry standard user experience design processes and tools

| tor prototyping.

C4d (Analyze)
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Course Qutline;

Introduction to UKVUX Web Designing. Exploration of principles and practices essential for
designing effective and user-centric web interfaces and tearning key tools and software. The
course covers user research, persona creation, and the importance of data-driven design
decisions. Hands-on modules delve into wireframing. prototyping. and visual design principles.
ensuring participants develop skills in creating aesthetically pleasing and functional websites.
Responsive design concepts are emphasized for designing across various devices. and interaction
design principles ure explored to create engaging user experiences. Usability testing |
methodologies and collaboration with stakeholders, including developers, providing a holistic
understanding of the design process. Then a final project. to apply knowledge to a real-world
\ scenario,

: Reference Materials (or use any other standard and latest books): o i
| 1. o't Make Me Think. Revisited: A Common Sense Approach to Web Usabibity. Steve latest I
| edition i
1 2. The Design of Everyday Things, Don Norman. latestEdilion
3. A Project Guide to UX Design: For User Experience Designers in the Field or in the Making.
@ ll Russ Unger and Carolyn Chandle (latest edition) |
'. P — e it e i e B e s .
| - CSDC-6202 Computer L\rchueuure v -
! Credit Hours: i ? 3-0) i
Contact Hours: ! 3 ‘
Pre-requisites: | None

oo -
i

Course Introduction:

This course delves into the tundamental principles and intricacies of computer architecture.
offering a comprehensive understanding of system organization and design. Throuygh thearetical |
: Cexploration and practical application. students will explore the intricate interplay between '
nardware and soltwie components in modern computing svstems, Emphasizing tow ndational .
cotcepts and emeraing trends, this course equips feamers with the knowledge necessary to
analyze. design. oiid optimize computer systems for diverse computational tusks.

. - . : Bloom
CLO No. | Course Learning Outcomes ,
: Taxonomy
ICI O-1 Understand structure and behavior of the various functional | C2 :
(’3’ . muodules of the computer., {(Understand)
1 . - - -
~ . 5 Flow these structure and behavier interact o provide ihe | o . '
CLO-2 i . - C3 (Solve)
B ' processing needs of the user )

inwoduction o a Simple Computer: CPU Basics and Organization. The Bus, Clock. The

InpurOutput - Suhsystem, Memory Organization  and  Addressing.  Interrupts.  MARIE

Insteuction Processing. Mardware vs Micro-programmed Control. Real-World Cxamples of

Computer. Architectures: Intel & MIPs Architecture, Instruction Set Architecture: Instruction

Format. {nstruction Types. Addressing. Instruction Pipelining. 1SAs — Intel. MIPS. Java Virtual

- Machine,  Micrc-architecture:  Single-Cycle  Processor, Multicyele  Processor.  Pipeline
Processors. DI Kepresentation, Exceptions. Advanced Micro-architecture: Deep Pipeiines.
Branch Prediction. Superscalar Processor, Cut-of-Order Processor, Revister Renaming, Single
fnstruction Multiple Data. Multithreading, Homogencous Multiprocessing,  Heteroganeous
AMultiprocessoe. Memory: Types of Memory, The Memory Hierarchy. Cache Memorv. Virtual |

Coeurse Gutline: ‘
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 Memary, Memory Management, Inpu/Qutput and Storage System: /O and Performance. |
. Amdahl's Law. I/O architectures, Data Transmission Modes, Magnetic Disk Technology. !
Optical Disk Technology. Magnatic Tape. RAID. Future of Data Storage. Aliernative
|Architectures: RISC Machines. Flynn's Taxonomy. Paraliel and Multiprocessor Architecture.
Alternative  Parallel Processing Approaches. Quanum Computing. kEmbedded Systems: |
Embedded Hardware & Embedded Software. |

Reference Materials (or use any other standard and latest books):

[ 1. Digital Design and Computer Architecture & Organization by David Hurris and Surah ;
Harris. Morgan Kaufmann; 2ndEdition (August 7. 2012). {SBN-10: 0123944244

2. Essentials of Computer Organization and Architecture by Linda Null and Julia Lobur, |

Jones & Bartleti Learning; 3rdEdition (December 17, 2010) |

Computer Architecture & Organization: A Quantitative Approach (Fifth Edition) by John |

3.
I.. Hennessy and David A. Patterson, Morgan Kaufimann: SthEdition (September 30.2011).
ISBN-10: 012323872

4. Digital Design and Computer Architecture & Organization by D, M. [Harris and S. L.
Hartis and Morgan Kaufmann. Morgan Kaufimann: IstEdition {March 16, 2007). ISBN-10:

0123704979 o sin— - |
CI CSDC-3101 Theory of Automata v
: |Credit Hours: | 3(3-0)
| Contact Hours: | 3-U

Pre-requisites: | None

Counrse Introduction:
This course helps the students delving into the theoretical toundations of computation and |
| automata theory. it uncovers the principles behind formal languages. regular expressions. linite
' | automata, and Turing machines. gaining insights into the theoretical underpinnings of computer

) | science. They will immerse themselves in the study of computation, algorithms. and the abstract
machinery that powers madern computing systems. - _ -
1 CLO . Bloom
. Course Learning Outcomes i
No. : : S .| Taxunomy
Fundamental concepts ot automata theory and wrmal languages
v [ fo form basic models of computation which provide foundation | . . .
CLO-1 puta’ p . - Cl {hnowledge) |
I | of many branches of computer science, e.g. compilers, sofiware .
O | engineering. concurrent svstems. |
i

.;C"“."?_“ Outlive: L . S
| tntroduction to Automata: The Methods and the Madness, Tntroduction to Formal Proot.
Inductive Proofs. the Central Concepts of Automata Theors . Tnite Autonzata: Introduction of
Finite Automata, Deterministic Finite Automata. Nondeterministic Finite Automata. Finie
Automata with Epsilon Transitions. Regular Expressions and Languages. Regular Expressions.
Finite Automata and Regular Expressions, Applications of Regular Expressions. Algebraic Laws |
for Regular Expressions. Propertics of Regular Languages, Proving Languages Not (o Be
Reaular, Closure Properties of Regular Languages, Decision Propertics of Regular Languages.
Faaivalence and Minimization of Automata, Context-Free Gramimas and Languages: Comest-
Free Grammars. Parse Trees, Applications of Context-Free Graminars, Ambiguity in Grammais
| and Languages. Pushdown Automata: Detinitiun of the Pushdown Autematon. the Languages ol
ta PDA. Equivalence of PDAs and CFGs, Deterministic Pushdown Automata,  Properties of
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| Memary. Memory Management, Input/Output and Storage System: (O and Performance.
I . . . .
i Amdzahl's Law. /O architectures. Data Transmission Modes, Magnetic Disk Technology.

.+ Optical Disk Technology. Magnatic Tape. RAID. Fuwre of Data Sterage. Aliernative

Architectures: RISC Machines, Flynn's Taxonomy, Parallel and Multiprocessor Architecture,
Alternative Parallel Processing Approaches, Quanum Computing. Embedded Systems:
Embedded Hardware & Embedded Software.

IReference Materials (or use any other standard and latest books):

t. Digital Design and Computer Architecture & Organization by David Harris and Sarah
Harris, Morgan Kaufmann; 2ndEdition (August 7, 2012). ISBN-10: 0123944244 !
Essentials of Computer Organization and Architecture by Linda Null and Julia Lobur, '
| Jones & Bartlett Learning: 3rdEdition (December 17, 2010)

Computer Architecture & Organization: A Quantitative Approach (Fifth Edition) by John
[.. Hennessy and David A. Patterson, Morgan Kaufimann: SthEdition (September 30.2011).
ISBN-10: 012383872X
4. Digital Design and Computer Architecture & Organization by D. M. Harrisand S. L.
Harris and Morgan Kaufinann, Morgan Kaufmann; istEdition (March 16, 2007). [SBN-10:
(123704979

[ £

i

CSDC-3101 Theory of Automata

Croedit Hours: | 3 (3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:
[his course helps the students delving into the theoretical foundations of computation and
automata theory. [t uncovers the principles behind formal fanguages, regular expressions, finite
automata. and Turing machines, gaining insights into the theoretical underpinnings of computer
science. They will immerse themselves in the study of computation. algorithms. and the abstract
machiner ¥ that powers modern computing systems.
{';LO n Courbc Learning Quteomes B}num
No. Taxonomy
[ undamental concepts of automata theory and formal Ianounuc:.
to form basic models of computation which provide foundation
" of many branches of computer science. e.g. compilers. software
| engineering, concurrent systems.

CLO-| Cl (knowledge)

Course Qutline:

Introduction to Automata: The Methods and the Madness, Introduction to Formal Proof.
Inductive Proofs. the Central Concepts of Automata Theory. Finite Automata: Introduction of
Finite Automata. Deterministic Finite Automata, Nondeterministic Finite Automata, Finite
\umm ita with Fpsilon Transitions. Regular Expressions and Languages. Regular Expressions.

'Finite Automata and Regular Expressions, Applications of Regular E\pn.sqmns Algebraic Laws |
for Regular Papressions. Propertics of Regular Languages, Proving Languages Mot o Be
Regular, Closure Properties of Regalar Languages, Decision Propertics of Regular Lunguages.

Equivalence and Minimization of Automata. Comext-Free Grammars and Languages: Context-

Free Geammars. Parse Trees, Applications of Context-Free Grammars. Ambiguity in Grammars

and Languages. Pushdown Automata: Definition of the Pushdown Automaton. the Languages of

a PDA. Cquivalence of PDAs and CFGs. Deterministic Pushdown Automata.  Properties of
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Coatext-Free Languages: Normal Forms for Context-Free Granunars. The Pumping Lemma for
Context-Free Languages. Closure Properties of Context-Free Languages, Decision Properties of
CFLs. Introduction to Turing Machines: Problems That Computers Cannot Solve. The Turing
Machine, Programming Techniques for luring Machines. Extensions o the Basic Turing
Machine. Restricted Turing Machines. Turing Machines and Computers. Un-decidability: A
Language That Is Not Recursively Enumerable, Un-decidable Problem That Is RE. Un-decidable
Problems About Turing Machines, Posts Correspondence Problem. Other Un-decidable
Problems. Intractable Problems: The Classes P and NP, an NP-Complete Problem. A Restricted
Satisfiability Problem.

Reference Materials (or use any other standard and latest books):

b, Introduction to Automata Theory. Languages. and Computation by f. Hoperofi, R. Motwani.
and J. Ullman. 3rdEdition, 2006, Addison-Wesley.

An Inwroduction to Formal Language and Automata by Peter Linz. Jones & Bartiett Pub: 4th
Edition {2006). ISBN-10: 0763737984

3. Automata and Formal Languages: An Introduction by Dean Kelley, Prentice Hall (1995).
[SBN-10: 0134977777

1.3

L

CSDC-6201 HCI & Computer Graphics - \/

|
* Credit Hours: 1 3(3-0)

Contact Hours: 3-0
Pre-requisites: | None

Course Introduction:

i
i
|

This course examines the dynamic intersection of Human-Computer Interaction (HCI) and
Computer Graphics. probing the symbiotic relationship between user experience and graphical

representation in digital interfaces. Exploring principles of visual communication. interaction |

i design. and perceptual psychology. this course navigates the intricate landscape of designing |
i compelling and intitive user interfaces. Through theoretical discourse and practical excreises. |

stdents will gain insights into optimizing user engagement and usability in interactive systems !
through effective graphical representalion and interaction paradigms.

|
Lo . 1
i CLO No. | Course Learaing Outcomes ’B:loun l
j Faxonomy ,
. . . . . C2
CLO-1 Explain context of HCI and different measuares for evaluation |
(Understand) |

Apply the principles of good design for people from the

CLO-2 . . T C3 (Appiy)
perspective of age and disabilities. > LAPPIY) !
CLO Analyze techniques for user-centered design for a medium sized | C2

software, {Understand)

Course Qutline: |

The human: Input-output channels, Human memory. Thinking, Emotion. Individual differences.
Psychology and the design of interactive systems. The computer: Text entry devices. |

- Positioning. pointing and  drawing. Display devices. Devices for virtual reality and 3D
- interaction. Physical controls. sensors and special devices. Paper: printing and scanning,

| Memory, Processing and networks. The interaction: Models of interaction. Framewerks and
- HCL Ergonomics. [meraction styles, Elements of the WIMP interfuce, Interactivity, The context ’
b ol Lthe interaction. Experience. engagement and fun, interaction design basics: What is design?
| The process of desien. User focus, Scenarios. Navigation design. Screen design and layout, '
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Reration and prototyping. HCI in the software process: The software life cycle. Usability |

engincering. lterative design and prototyping. Design rationale. Design rules: Principles to
support  usability.  Standards. Guidelines. Golden rules and  heuristics, HCI  patterns.
Implementation support: Elements of windowing systems. Programming the application. Using
wolkits, User interface management systems. Evaluation techniques: What is evaluation? Goals
ol evaluation. Evaluation through expert analysis. Evaluation through user participation.
choosing an evaluation method. Universal design: Universal design principles. Multi-modal
interaction. Designing for diversity. User support: Requirements of user support, Approaches to
user support, Adaptive help systems, designing user support systems. Task analysis: DifTerences
between task analysis and other techniques, Task decomposition, Knowledge-based analysis,
Entity—-relationship-based techniques, Sources of information and data collection. Uses of task
analysis. Dialog notations and design: What is dialog? Dialog design notations. Diagrammatic
notations. Textual dialog notations. Dialog semantics. Dialog analysis and design. Models of the
sverem: Standard  formalisms, [nteraction models. Continuous behavior. Maodeling rich
interaction: Introduction. Status—event analysis, Rich contexts, Low intention and sensor-based
interaction. Groupware: Groupware systems, Computer-mediated communication, Meeting and
decision support systems. Shared applications and artifacts, Frameworks for groupware,
implementing synchronous groupware. Ubiguitous computing and augmented realities:
- Ubiquitous computing applications research. Virtual and angmented reality. Information and

Finding things, Web technology and issues, Static web content. Dynamic web content.

data visualization. |y pertest. multimedia and the World Wide Web: Understanding hy pertext.

| Reference Materials {or use any other standard and Iatest books):

1. Human-Computer Interaction by Alan Dix. Janet E. Finlay. Gregory D. Abowd. Russell
Beale. Prentice Hall: dth Edition (October 2012).

2. Besigning the User Interface: Strategies lor Effective Human-Computer Interaction,
‘ Ben Shneiderman and Catherine Plaisant. 6th Ed. Pearson Ine, 2016,
3. Designing Interactive Systems: A Comprehensive Guide 1o HCE UX and Interaction

Design, Benyvon. . 3rd Ed.. Pearson. 2013
4. About Face: The Essentials of Interaction Design. Alan Cooper. Robert Reimann, David
ronin. Christopher Noessel. -th Ed, Wiley. 2014

CSDE-6202 Mobile Application Development |+

Credit Hours: | 3 (3-0)
Contact Hours: | 3-0

L Pre-requisites: | None

Course Tntroduction:

Mobile Application Development 1 equips learners with fundamental skills o create responsive
and feature-rich mobile applications. Explore key concepts in UI/UX design. programming, and
mobile platforms. fostering proficiency in app development. Gain hands-on experience to launch

Ly - TS S . i
CLO Course Learning Outcomes

No. , . Tuxonomy
- CDiscuss  different  agchitectures & 1ramework Jor Mobile | 0 .
CLO-1 s clt voe ‘ ‘ Cl (Knowledge)
| Application developiment,
fr s [ Develop  mobile  applications  using  current  software
crLo2 | P mublt Ppice = C3 (Appiy)
» development environments. -
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Compare the different performance tradeoffs in  mobile

S application development.

C3 (Apply)

Course Outline:

What is Android? Obtaining the Required Tools. Installing and Configuring the Android SDK
Manager. Creating Your First Android Application, Anatomy of an Android Application. The
Big Picture. How to Get Started, Your First Android Project. A bit About Eclipse. Enhancing
Your First Project. Understanding Activities, Linking Activities Using Intents, Fragments.
Calling Built-In Applications Using Intents, Displaying Notifications. Understanding the
Components of a Screen. Adapting to Display Orientation. Managing Changes to Screen
Orientation. Utilizing the Action Bar, Creating the User Interface Programmatically, and
Listening for UI Natifications. Using Basic Views, Using Picker Views, Using List View o
Display Long Lists, Understanding Specialized Fragments. Using Image Views to Display
Pictures. Using Menus with Views. Analog Clock and Digital Clock Views. Saving and l.oading
User Preferences. Persisting Data to Files. Creating and Using Databases. Sharing Data in
Android. using a Content Pravider. Creating Your Own Content Providers. Lising the Content
Provider. Sending SMS Messages Programmatically, Getting Feedback afier Sending a
Message, Sending SMS Messages Using Intent, Receiving SMS Messages, Sending E-mail,
Displaying Maps, Getting Location Data. Monitoring a Location, Building a Location Tracker.
Consuming Web Services Using HTTP., Accessing Web Services Using the Get Method.
Consuming JSON Services. Sockets Programming. Creating Your Own Services. Establishing
Communication between a Service and an Activity. Binding Aclivities to Services.
Uinderstanding Threading. Android games Development. Publishing Android Applications.
Handling Telephone Calls, Fonts.

Reference Materials (or use any other standard and latest books):

t. "Android Programmin.: The Big Nerd Ranch Guide" by Bill Phillips and Chris Stewart - A
comprehensive guide e Android app development with hands-on examples and practical
insights,

2. Professional  Android appiication development, Rewo Meier. Wrox Progranumer 1o

Programmer. 2015.

React Native in Action by Nader Dabit - A valuable resource for those interested in cross-

plattorm mobile app development using React Nalive. offering practical guidance and

examples,

4. Flutter in Action by Eric Windmill - A com preliensive book for learing Flutter, Google's Ut

toolkit for building natively compiled applications for mobile. web. and desktop.

Android Programming: The Big Nerd Ranch Guides, Phillips, B. & Hardy, B.. 2nd Edition.

2014,

L)

tn

T CSDE-6205 Web Lngineering \f

Contact Hours: | 3-0 |
Pre-requisites: Il'one |

Credit Huurs:q 3(3-0)
5t

Course Tatroduction:

I thas course students will dive into the workd of "Web Engineering,” where creativity meets
technology in crafting dynamic and responsive web solutions. This course will guide them |
through the intricacies of designing, developing, and deploying websites. covering essential |
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technologies. frameworks, and best practices. They will learn the art of building robust and user-
friendly web applications for the modern digital landscape.

I(\ioL.O Course Learning Outcomes : '[I;':!l:::umy
CLO-i Discuss how web standards im pact software development. CI (Remember)
CLO-2 Describe the constraints that the web puts on developers. C2 (Understand)
CLO-3 Design and Implement a simple web application. C3 (Apply)
CLO-4 :,{[Z:(ije;::;j.an existing web application against a current web 43 (Analyze)

Course Qutline:

Web programming languages (e.g.. HTMLS. €SS 3. lava Script. PHP/JSP/ASP Net). Design
principles of Web based applications, Web platform constraints. Soliware as a Service (Saal).
Web standards. Responsive Web Design. Web Applications. Browser/Server Communication.
Storage Tier. Cookies and Sessions. Input Validation. Full stack state. management. Web App
Security - Browser [solation, Network Attacks, Session Attacks, Large scale applications.
Performance of Web Applications. Data Centers. Web Testing and Web Maintenance.

fReference Materials {or use any other standard and latest books):

. Web Engineering. Rajiv Chaopra. Prentice-Hall of India. 2016

l2. Web Engineering, Emilia Mendes and Nile Mosley. Springer Verlag. 2010,

3. Web Engineering: A Practitioners’ Approach, Roger S. Pressman. McGraw Hill. 2008,

4. Dynamic HTML.: The Definitive Reference: A Comprehensive Resource for XHTML, CSS.
DOM. JavaScript 3rd Edition, O'Reilly Media 2007.

3. JavaScript: The Definitive Guide, 8th Edition, David Flanagan. O'Reilly Media. 2014,

SEDC-6202 Soltware Project Management v

-

Credit Hours: | 3 (3-0)
Coatact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

In Software Project Management course students will navigate the intricate landscape of
planning. execution. and control in software development projects. This course will equip them
Iwith essential skills w lead leams. manage resources. and ensure the successlul delivery of
software projects on time and within budget. The students will comprehensively explore project
management principles tailored for the dvnamic realm of software developiment.

CLO | . . Bloom
Course Learning Qutcomes e
No. - Faxenomy

Explain principles of the project lifecycle and how to identify
CLO-| opportunities to work with learners on relevant and appropeiate | C2 (Understand)
project scenarios to share this understandine.

Critically evaluate and discuss the issues around project
! management and its application in the real world with course | 3 (Apply)
_participants and learners

CLO-3 | Chouse project  management techitiques for |1 projects 1o C3 (Apply)
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initiate. plan, execute and evaluate a project and work in teams
to create a project plan for a project scenario that includes key
tasks, critical path, dependencies and a realistic timeline.

CLO-4 Present strategies for gaining confidence in managing projects

through simpte project planning examples. C3 (Apply)

Course Qutline:

| Techniques: Expert Judgment, Estimating By Analogy. LOC, Function Point Estimation. and

1 Evaluating the Risks to the Schedule: PERT. Importance of Risk. Tvpes Of Risk. Risk

Introduction: Software Project Versus Other Type of Projects Dimensions of a Software Project.
Activities in SPM. Setting Goals & Objectives, Business Case. Significance of Processes, Project
Vs. Program Management. latroduction of PM Tools. PMIs Knowledge Areas. Technical
Fundamentals in SPM. Lifecycle Relationships, Classic Mistakes Product-Process-Peoples-
Technology Mistakes PMI Framework, PMI Process Groups: Process Initiating Process Group.
Planning Process Group, Executing Process, Process Monitoring and controlling, Closing
Process Group. Project Charter. Statement of Work. Understanding Organizations.
Organizational Structures. Functional -Project -Matrix. Organizational Impact on Projects,
Identifying  stakcholders:  Define  Responsibilities.  Authorit Relationships.  Posttion
Qualifications. Project Planning: Project Selection. .Project Scope. Project Infrastructure.
Analyze Project Characteristics, Identify Project & Product Activities. Work Break Down
Structure.  Project Evaluation: Strategic Assessment, Technical Assessment, Economic
Assessment, Project Portfolio Management, Cost-Benefit Analysis, Cash Flow Forecasting.,
Cost-Benefit  Evaluation Techniques, Procurement Management. Procurement Tools
&Techniques, Types of Contracts, Selection of an Appropriate Approach in Project: Choosing
Technologies, Technical Plan. Waterfall Model. V-Model. Spiral Model. Software Prototyping.
Incremental Delivery. Agile Process Model: Dynamic Systems Deveiopment Method. Extreme
Programming. Selection of Most Appropriate Process Model. Software Effort Estimation: Work
Breakdown Structure (WBS) and [ts Types. Estimation Problems. Software Estimation

COCOMO. Activity Planning: Project and Activities. Sequencings and Scheduling Activities, |
Network Planning Models. Formulation of Network Model. Adding the Time Dimensions. The
Forward Pass, The Backward Pass, Idenlifying the Critical Path. ldentifying the Critical
Activities Project. AOA. GantChart, (Installation & Conliguration of Software Tools like MS-

Project). Risk Management: Categories of Risks, A Framework for Dealing with Risks. |

Identification Techniques. Project Risk and Change Management. Risk Control. RMMM. |

Configuration Management & Maintenance, Environment for Configuration Control.
Configuration Control vs. Version Control. Resource Allocation: Nature of Resources,
tdentifving Resource Requirements, Scheduling Resources. Resource Scheduling Techniques, |
Monitoring & Control: Creating Framework, Collecting Dala, Visualizing Progress, Cost |
Monitoring. Earmned Value, Change Control. Review and Evaluation: Determining Satistaction |
of Requirements. Reviewing And  Evaluating Performance.  Project  Closuie: Project |
Documentation.  Cutover/Migration.  Quality  Standards.  Project Closing. Challenges ol
Outsourcing in Project Management. Presentations

Reference Materials (or use any other standard and ktest books):

I. Software Project Management by Bob Hughes and Mike Cotterell, McGraw-Hill Education:
3th Edition {2009). SBN-10: 0077122798

A Guide to the Project Management Body of Knowledge. 3rdEditon (PMBOK Guides).
ISBN-13: 078-1930699438

Applied Sultware Project Management by Andrew Stelliman and Jennifer Greene, O'Retlly
viedia: Ist Edition (2003). ISBN-10: 0396009488

10

L)
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4. Software Project Survival Guide {Pro - Best Practices) by Steve MceConnell. Microsoft |

Press: IstEdition (1997), ISBN-10: 1572316217

Mastering Software Project Management: Best Practices. Tools and Techniques by Murali

K. Chemuturi and Thomas M. Cagley Jr.. J. Ross Publishing (2010), ISBN-10: 1604270349

16, Effective Project Management: Traditional. Agile, Extreme by Robert K. Wysocki, Wiley:
6th Edition (2011). ISBN-10: 111801619X

7. The Software Project Manager's Handbook - Principles that work at work by Dwavne
Phitlips. 2ndEdition. IEEE Computer Society Press and Wiley Inter-science. 2004, 1SBN 0-
471 67470 0

e

SEDC-6204 Software Requirement Engineering o

Credit Hours: | 3 (3-0)
Contact Hours: | 3-()
Pre-requisites: | None

Course Introduction:

This course delves into the critical discipline of Software Requirements Engineering. which
serves as the cornerstone of successful software development projects. By elucidating
methodologies for eliciting. analyzing. and managing software requirements, this course equips
students with the necessary tools to bridge the communication gap between stakeholders and
developers. Through theoretical exploration and practical case studies, participants will master
techniques for specifying. validating., and evolving requirements to ensure the delivery of
software systems that meet user needs and expectations.

CLO . Bioom
' | Conrse Learning QOutcomes
No. i Taxonomy
. To understand  Issues in Requirements Engineering. to )
CLO-I q 5 = C2 (Understand)

understand and apply Requirements Engineering Process,
CLO-2 To understand and use Requirements Elicitation and
c T Specification,

C2 (Understand)

CLO-3 ] To understand and use Formal Techniques. C2 (Understand)

e deling.
CLO-— 'o L{Ildt.!bldl}d madeling and  analysis of Non-Functional €2 (Understand)
Reguirements,

CLO-5 Manage and control changes in Requirement C2 (Understand)

fCuursc Outline:

Requirements  Engineering (RE) Essential  Soltware Reguirement. Bad  Requirements.
Characteristics and Benefits Requirement Engineering. Requicements [rom the Customer’s
Perspective. RE Processes: Requirements Elicitation, Requirements Analysis, Requirements
Specification.  Requirements Validation, Requirements Management. and Requirements
Development Process. The Requirements Analyst Role. Tasks. Essential Skills & Knowledge.,
Defining the Vision through Business Requirements. Vision and Scope Document. Dealing with
Customers: Elicitation Techniques. Interviews, Surveys. Workshops, Classifving Custumer
lnput. Incomplete Requirements (Finding Missing Requirements). Prototype Categories
{‘Throwaway, evolutionary, paper and electronic), evaluation, Risks, Validating the
Requirements: Requirements Review and Inspection, Requirements Review Challenges.
Acceptance Criteria. Documenting the Requirements: The Software Requirements Specification,

{ Labelling, Dealing with Incompleteness, User [nterluces and the SRS. A Software Requirements
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Specification Template, The Data Dictionary. Non Functional Requirements: Software Quality |
Attributes: Detining. Performance Requirements, Detining Nou-functional Requirements Using |
Planguage. Attribute  Tradeoffs. Implementing Non-functional Requirements. Setting
Requirements Priorities: Why Prioritize Requirements? Play with Priorities, A Prioritization |
Scale. Prioritizing Based on Value, Cost, and Risk. Special Requirements Challenges:
Requirements for Maintenance Projects, Begin Capturing Information. New Requirements
Techniques. Follow the Traceability Chain. Consider Business Rules. Reguirements for
Outsourced Projects. Requirements for Emergent Projects. Requirements Development Plans,
Estimation. Scheduling, From Requirements to Designs. Code. Tests and Success. Requirements
Management Principles and Practices. Baseline, Procedures. Requiremenis Version Control.
Tracking Requirements Status. Requirements Creeping, Managing Scope Creep, The Change
Control Process. The Change Control Board. Change-Control Tools. Measuring Change
Activity. Impact Analysis. Tracing Requirements introduction. The Requirements Traceability
Matrix. Tools for Requirements Traceability, Requirements Traceability Procedure. s |
Requirements Traceability Feasible? Tools for Requirements Management: Benefits and
Capabilities of tool for Requirements Management, Requirements Management Automation,
selecting a Tool. Changing the Culture. Software Requirements Risk Management:
Fundamentals, Flements. Documenting Project Risks. Planning for Risk Management. |
_Requirements-Related Risks '

Reference Materials {or use any other standard and Jatest books):
I. Sofiware Requirements 2 by Karl Wiegers, 2nd Edition (2003). Microsolt Press; ISBN-10:
0735618798

2. Requirements Engineering: Processes and Techniques. Kotonva and Sommerville. John
Wilev Sons. 1998, [SBN-10: 0471972088
3. Software Requirements Engineering, 2nd Edition by Richard 14. Thayer and Merlin

Dorfman, Wiley-{EEE Computer Society Pr: 2nd Edition (1997). ISBN-10: 081 8677384

4. Requirements Engineering: From System Goals to UML Models to Software Specifications
by A. van Lamsweerde. Wiley; 1st Edition (2009). [SBN-10: 0470012706.

5. Requirements Engineering: Fundamentals, Principles. and Techniques by Klaus Pohl.
Springer: 1st Edition (July 23,2010}, [SBN-10: 3642125778

6. Requirements Engineering by Huil. Juckson, and Dick. Springer: Jrd tdition (October L1,
20101 1SBN-10: 184906404 |

i

DSPC-5201 Introduction to Data Science

Credit Hours: 3{3-0)
Contact Hours: | 3-0
Pre-requisites: | None

|C0urse Introduction: o -
Data Science is the study of the gencralizable extraction of knowledge from data. Being a data :
scientist requires an integrated skill sct spanning mathematics, statistics. machine learning.
databases and other branches of computer science along with a good understanding ol the cralt |
of problem formulation to engineer effective solutions. The aim of this course is to: Intruduce |
students to this rapidly growing field and equip them with some of its basic principles and tools |
as well us its general mindset. Explain the significance of exploratory data analysis in data |
scicnce. ldentity commen approaches used for Feature Generation as well as Fealure Selection. |
and finally discuss the Ethical and Privacy issues. Programming language Py thon has been |
proposed for the practical work of this course.
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CLO . 31

. Course Learning Quicomes Bloom

No, | Taxonomy

\S""J “. ( 'lr ‘.3 ‘1‘ ¥ "\“'- k) LFEFRFLTH '&.
cLo-t | De Ll'lllk .h it Data Science is and the skill sets nceded to be a C2 (Understand)
Jata scientist,

IC‘LO-.‘Z Apply EDA and the Data Science process in a case study. C3 (Apply)

oy s a mprehend undamental constructs of Python programming | - .
CL0O-3 Comp nd the f s FPy prog g C2 {Understand)
{ language.
‘CLC)-4 . Apply husiut ma.chin-: icnrning algorithms to solve real world C3 (Apply)

i problems of moderate complexity. .

Couyrse Ontline:

Introduction: What is Data Science? Big Data and Data Science hype. Datafication. Current
landscape of perspectives, SKill sets needed: Stalistical Inference: Populations and samples,
Statistical modeling. probability distributions, fitting & model, Intro to Python: Exploratory Data
Analysis and the Data Science Process: Basic Machine Learning Algorithms: Linear Regression.
k-Nearest Neighbors (k-NN), k-means. Naive Bayes: Feature Generation and Feature Selection:
Dimensionality Reduction: Singular Value Decomposition, Principal Component Analysis:
Mining Social-Network Graphs: Social networks as graphs, Clustering of graphs. Direct
discovery of communities in graphs. Partitioning of graphs. Neighborhood properties in graphs:
Data Visualization: Basic principles. ideas and tools for data visualjzation: Data Science and
Ethical Issues: Discussions on privacy, securily. ethics, Neat-generation data scientists.

IReference Materials (or use any other standard and latest books):

‘I. Foundations of data science. Blum. A., Hoperoft. J., & Kannan, R.. Vorabversion eines
Lehrbuchs, 2016.

An tntroduction to Data Science. Jeffrey 8. Saliz, Jelirey M. Stamon. SAGE Publications,

2017,

3. Python tor evervbody: Exploring data using Python 3. Severance, C.R.. CreateSpace
lndependent Pub Platform. 2016,

7. Doing Data Science. Straight Talk from the Frontline, Cathy ('Neil and Rachel Schutt.
O'Reilly. 2014

3. Data Science and Big Data Analytics: Discovering. Analyvzing. Visualizing and Presenting

1ata, EMC | ducation Services, John Wiley & Sons, 2015.

[

DSDC-6201 Data Mining v

Credit Hours: 3
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

The Daa Mining has ecmerged at the confluence of artificial intelligence. statistics. and databases

as i technigue for automatically discovering hidden patterns in Jarge datasets. The main purpose

af this course is the ability to analyze and construct knowledge [rom data.

The aims of this course are to:

+  Expand on the student’s understanding and awareness ol the concepts of data mining basics,
lechniques. and application.

+ Introduce the concepts of Data Pre-processing und Stuminary Statistics.

+ Introduce the concepts of Frequent Irem Set Generdtion, Associations und Correlutiony
HICAN ey,
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+ introduce the concepts of Classification, Prediction, anid Clustering algoritiuns.
Build on the programming and problem-solving skills developed in previous subjects
studied by the student, to achieve an understanding of the development ot Classification.
Prediction, and Clustering applications..

e Course Learning Qutcomes Bloom

No. Taxonomy

CLO-1 Apply preprocessing techniques on any given raw data. C3 (Appin)

. Select and apply proper data mining algorithm to discover | .,

CLO-2 | anc apply prop £ g C3 (Apply)
interesting patterns

. Ang : xtract pafierns to s s and poi w .

CLO-3 Analyze and extract pafierns to solve problems and point out ho C4 (Analyze)

|t deplov solution

Evaluate systematically supervised, semi supervised and
CLO-4 unsupervised models and algorithms with respect to their | C4 (Analyze)
accuracy

Cuurse Outline:

Introduction to data mining and basic concepts. Pre-Processing Techniques & Summary
| Statistics. Association Rule mining using Apriori Algorithm and Frequent Pattern Trees,
Introduction w Classification Types, Supervised Classification (Decision trees, Naive Bac
Classitication. K-Nearest WNeighbors, Support Vector Machines ete.), Unsupervised
Classitication (K Means. K Median, Hieratical and Divisive Clustering, Kohonan Self
Organizing maps), outlier & anomaly detection. Web and Social Network Mining. Data Mining
Trends and Research Frontiers. Implementing concepts using Pyvthon

Relerence Materials (or ase any other standard and latest books):
I. Jiawei Han & Micheline Kamber. Jian Pei (201 1), Data Mining: Concepts and Techniques.
3rd Edition.

2. Pang-Ning Tan, Michael Steinbach. and Vipin Kumar {2003). Introduction to Data Mining.
3. Charu C. Aggarwal (2013). Data Mining: The Textbook
4. . Hand. H. Manniia. P. Smyvth (2001). Principles of Data Mining. MI'T Press.

2

DSDC- 6203 Data Warehousing & Business Intelligence

| Credit Hours: | 3 (3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

Gives an overview about importance & significance of Data Warehousing (DWH) and Business
Intelligence (B, Discusses the main concepts and solutions for DPWH and BI. The hey concepts
wnderpinning the logical design, physical design and implementation of data warchouses are
appraised. Data collection, duta extraction. cleansing. ganstonmation and loading methods are
considered along with query optimization techmques. Dilferentiation between OLAP & OLTR,
Data Warchousing supports information processing by providing a solid platform of integrated,
| historical. and consistent data for performing enterprise- wide data analysis.

10 | .
C-L( | Course Learning Outcomes Bloom
Lt Taxonumy
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Demaonstrate an appreciation of the role that Data Warchouses
CLO-1 and Business Intelligence play in enhancing the decision-making | C2 (Understand)
L procuss,
Demonstrate an understanding of the fundamental concepts of
CLO-2 the Star and the Snowflake Schema: learn how to design the | C2 (Understand)
schema of a DW based on these two models.
- nderstand the architecture of DW Systems and be able 1o | .,
lCLO-.: 5 d. N ‘ D y C3 (Apply)
| specify the advantages and potential problem areas i
] 7 Use Analytic SQL to aggregate. analyze and report. and model
[c Lo | e ytic SQL o aggreg yze and rep C3 (Apply)

Course Outline:

Introduction to Data Warehouse and Business Inlelligence: Necessities and essentials of
Business Intelligence: DW Life Cycle and Basic Architecture: DW Architecture in SQL Server:
Logical Model; Indexes: Physical Model; Optimizations; OLAP Operations, Queries and Query
Optimization; Building the DW; Data visualization and reporting based on Data warehouse using
SSAS und Tableau: Data visualization and reporting based on Cube: Reports and Dashboard
management on PowerBl: Dashboard Enrichment; Business intelligence Tools.

| Reference Materials (or use any other standard and latest books):

bW HL Inmon, ~Building the Data Warehouse™. Wiley-india Edition. .

2. Raiph Kimball, “The Data Warehouse Toolkit — Practical Techniques for Building
Dimensional Data Warcehouse.” John Wiley & Sons. Inc.

3. Matteo Golfarelli. Stefano Rizzi, “Data Warchouse Design - Modern Principles and

| Methodologies™, McGraw Hill Publisher

| DSDE-6201 Big Data Analytics
t —

Credit Hours: | 3 (3-0)

Contact Hours: | 3-0

Pre-requisites: | None

Laourse Introduction;

The course objective is to develop understunding about the core concept ol Big Data. why Big
Data requires a different programming paradigm and mindset. and what are the various
programming approaches used, what type of data can be processed.

(',LO Course Learning OQutcomes Blolum ;

No. Taxonomy
CLO-I LJndersmnq the hn;damenlal concepts of Big Data and its €2 (Understand)
{ programming paradigm.

CLO-2 Hadoop/MapReduce Programming. Framework. and Ecosystem | C3 {Apply)
CL.OS3 Apache Spark Programming C3 (Apply}

Course Outline: ]
Entroduction and Overview of Big Data Systems: Platforms for Big Duta. Hadoop as a Flatform,
Hadoop Distributed File Systems (HDFS). MapReduce Framework. Resource Munagement in
the cluster (YARN). Apache Scala Basic, Apuche Scala Advances. Resilient Distributed Datasets
(RDD), Apache Spark, Apache Spark SQL. Data analytics on Hadoop Spark. Machine learning
on Hadoop / Spark. Spark Streaming. Other Comiponents of Hadoop Ecosystem
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Reference Materials {or use any other standard and latest books):

. White. Tom. “Hadoop: The definitive guide.” O'Reilly Media, Inc., 2012.

| 2. Karau. Holden. Andy Konwinski. Patrick Wendell. and Matei Zaharia. “Learning spurk:
lightning-fast big data analysis." O'Reilly Media, Inc.. 2015,

3. Miner. Donald, and Adam Shook. "MapReduce design patterns: building effective
algorithms and analytics for Fladoop and other systems." O'Reillv Media, Inc., 2012,

AIDC-5201 Programming for Artificial Intelligence

Credit Hours: 3(3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

This course aims to introduce standard programming practices and to help develop programming
skills necessary for designing and implementing Artificial Intelligence systems. The course
introduces classical as well as modern state of the art programming language for Artificial
Intelligence (Lisp. Prolog. Python. and R). and builds up the necessary programming hach ground
for the main courses like Machine Learning, Artificial Neural Networks & Deep Learning,
Natural Language Processing, and Speech Processing. This course will help the students of
Artificial Intelligence develop the programming acumen and style. The ultimate aim of this
course is to help students in using the Al programming languages to solve problems of interest
(fo them.

CLO . . Bloom
i Course Learning Outcomes -
l!\n. o Taxonomy
« Understand the fundamental constructs of Lisp. Prolog. an
CLO-| . a ¢ p. Frolog . C2 (Understand)
: . Python nrogramming languages.
L0 Comprehend the fundamental constructs of programming [ C2 (Understand)
| lunguages for data analysis and representation. | o
e Understand and apply the Object-oriented concepts m the | ;
CLO-3 - oI app g ! o P “ 1 C2 (Understand;
programming languages.
rCLﬂ 4 | Apply various libraries for plotting, interpreting and analyzing C3 (Apply)
LA N 2 !
| data in Python. AAPPLY

Course Qutlineg; — R T
Phe first ohiective of the course is t introduce and then build the proficiency of shedents in
different Al programming fanguages. The basics include IDE for the languages. variables.
expressions. operands and operators. loops, control structures, debugging, error messages.
functions, strings. lists. object-oriented constructs and basic graphics in the languages. Special
emphasis is given to writing production quality clean code in the programming language. Once
the classical programming languages are properly introduced. the course should introduce some
fibraries necessary (U interpreting, analyzing and plotting numerical data in Python {e.g..
NumPy. MatPiotlib, Anaconda and Pandas for Pvibon) and give examples ol each library using
simple use cases and small case studies.

Reference Materials (or use any other standard and latest books):
I. Russell. S. and Norvig. P. ~Artificial Intelligence. A Modern Approach™ 3ed ed. Prentice Hail.

L Inc.. 2015,
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. Norvig, P.. “Paradigms of Artificial Intelligence Programming: Case studies in Common
Lisp™, Morgan Kaufman Publishers, Inc.. 1992,
- Luger. Gi.F. and Stubbtefield. W.A.. “Al algorithms. data siructures. and idioms in Prolog.
Lisp. and Java™. Pearson Addison-Wesley. 2009,
4. Severance. C.R.. 2016. “Python for everybody: Exploring data using Python 3.7 CreateSpace
Independent Publ Platform., -
5. Miller. B.N., Ranum, D.L. and Anderson, J., 2019. “Python programming in context.” Jones
& Bartlett Pub.
6. McKinney, W.. 2012. “Python for data analysis: Data wrangling with Pandas, NumPy, and
IPython.™ O'Reilly Media. Inc.
7. Reference Book:
§. Joshi. P.. 2017. ~Artificial intelligence with python.™ Packt Publishing Ltd.
9. Janert. P.K.. 20H). “Data analysis with open source tools: a hands-on guide for programmers
and data scientists.” Q'Reilly Media, Inc.

[P

'

DSDE-6202 Advanced Database Management System vV

Credit Hours: | 3 (3-0)
Contact Hours: | 3-0
Pre-requisites; | None

Course Introduction:

Advanced Database Management Systems is an extension to ~Database Systems™ course. The
aim of the course is to enhance the previous knowledge of database systems by deepening the
understanding of the theoretical and practical aspects of the database technologies. and showing
the need for distributed database technology to tackle deficiencies of the centralized database
systems. Moreover. it focuses to introduce the basie principles and implementation techniques
of distributed dabase systems. and expose emerging research issues in database systems and
application development,

CLO . Bloom
,L l Course Learning Outcomes loon
No, Taxonomy
. | Underslanding advance data models, technologies an
CLO-I I °r & advance d — e !‘0‘}’] ? . C2 (Understand)
. approaches for building distributed database systems. '
CLO-2 | Applying the models and approaches in order to become enubled C3 (Appiy )
. _1toselect and apply appropriate methods for a particulur case 2 PP
. ‘o develop a data ion for a given scenario/ challengi -
CLO-3 To de ngpngt bas‘c so!ut‘:onhtor 1 given sc;n'zr.m challenging C3 (Applyd
! problem in the domain of distributed database svstems. .

Course Outline:

Introduction to advance data models such as object refational. object oriented. File organizations |
concepts, Transactional processing and Concurrency control techniques, Recovery echniques.
Query processing and optimization, Database Programming (PL/'SOL, T-SQL or similar

technology). Integrity and security. Database Administration (Role management. managing
database access. views), Phvsical database design and tuning. Distributed database svstems,

|
: . . B e
Cmerging research trends in database systems, MONGO DB. NO SOL (or similar wehinelvgies) |

Reference Materials (or use any other standard and latest booksy:

" = - - - = . S —— ms op i e e |
I. Dutabase Systems: A Practical Approach to Design, Implementation. and Managemenl, 6th i
Edition by Thomas Cennolly and Carolyn Begg

2 Database Management Systems. 3rd Edition by Raghu Ramakrishnan. Johannes Cehrke
] A A o ir
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3. Database System Concepts. 6th Edition by Avi Silberschatz. Henry F. Korth and S. Sudarshan.
4. Database Systems: The Complete Book. 2nd Edition by Hector Garcia-Molina. Jeflrey D.
Ullman. Jennifer Widom

AIDC-5202 Machine Learning

Credit Hours: 3 {3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Introduction:

Machine learning is one of the fastest growing areas of computer science: with tar-reaching
applications. The aim of this course is to: a) Present the basic machine learning concepts: b)
Present a range of machine learning algorithms along with their strengths and weaknesses; c)
Apply machine learning algorithms to solve problems of moderate complexity.

CLO . Bloom

. Course Learning Quicomes ,

No. i Taxonomy
Describe  basic  machi learning concepts. theories and

CLO-| -1p;|‘}£{:)[i(1[15 s hine learning concepts ies and | - ormis

CLO- Apply supervised learning techniques to solve classilication C3 (Apply)

T problems of moderate complexity, = AP = gpea.

CLO-3 Apply unsupervised learning techniques to solve clustering C3 (Apply)

T problems of moderate complexity < AAPP

N : ref C t ing ithms w envi (s wi . .

CLO-4 Apply |emf0n.e'men fearning algorithms (o environments with C3 tApply)
complex dynamics. e

CLOS Develop a reasonable size project using suitable machine C6 (Create)
learning technique ‘

Course Qutline:;

[ntroduction to machine learning: concept learning: General-to-specitic ordering of hypotheses.
Version spaces Algorithm, Candidate elimination algorithm: Supervised Learning: decision
trees, Naive Bayes. Artificial Neural Networks, Support Vector Machines. Overfitting. noisy
data. and pruning. Measuring Classifier Accuracy; Linear and Logistic regression; Unsupervised
Learning: Hierarchical Aglomerative Clustering. k-means partitional clustering; Self-Organizing
IMiaps (SOM) k-Nearest-neighbor algorithm: Semisupervised learning with EM using labeled and
unlabled data: Reinforcement Learning: Hidden Markov models. Monte Carlo inference
Exploration vs. Exploitation Trade-off. Markov Decision Processes: Ensemble Learning: Using
committees of multiple hypotheses. Bugging. boosting.

Reference Materials (or use any other standard and Iatest books):

. Machine Learning, Tom. M., McGraw Hill, 1997.
2. Machine Learning: A Probabilistic Perspective, Kevin P, Murphy, MIT Press.2012

AIDC-6201 Computer Vision

Credit Hours: 33-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course Entroduction:
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With u single glance a human interprets the entire scene, How rnany objects are present in the
scene and where they are located. Which person is present in the scene. What will happen next.
However, computers lack this capability. We have seen only face detectors so far working in our
mobile phones? What is the challenge in understanding the 3D scene. i.e.. the identitv. the
tocution and the size of the objects present in the scene. [n this course we will introduce the basic
concepts related to 3D scene modelling from single view and multiple views.

;{[;‘O Course Learning Outcomes '[;:::::nmv

CLO-I Understanding the single view geometry concepts C2 (Understand)
CLO-2 Understanding the multiple view geontetry concepts C2 {Understand)
.CLO-3 Apply concepts of CV for solving real world problems C3 (Api;ly_) |

Course Outline:

| Traditional Methods: Inage Stitching: Making a bigger piciure from smaller pictures Single

Introduction to Computer Vision (Problems faced. History and Modern Advancements). Image
Processing, tmage filtering, tmage pyramids and Fourier transform, Hough transiorm. Camera,
models. Setting up a camera model from parameters. Camera looking at a plane. Relationship of
plane and horizon line, Rotation about camera center. Concatenation. Decomposition and
Estimation of transformation from point correspondences. Points and planes in 2D/3D.
Transformations in 2D/3D. Rotations in 2D/3D. Edge detection. corner detection, Feature
descriptors and matching (HoG features. SIFT. SURF). Applications of Computer Vision

View Geometry: Converting a single image into a 3D model. Applications of CV using Deep
Learning: Image Detection (Localization, Historical Techniques, RCNN, FRCNN., YOLO.
Retina), image Segmentation (UNet, SegNet,MaskRCNN), Image Generation (GANN)

lRel‘erence Materials (or use any other standard and latest hooks):

L3, Digital Imaze Processing, by Rafael Gonzalez and Richard Woods.

Text Book:

. Computer Vision: Algorithms and Applications, by Richard Szeljski,

Reference Book:

3. Multiple View Geometry in Computer Vision, by Richard Hartley and Andrew Zisserman.
4. Computer Vision: A hodern Approach, by David Forsyth and Jean Ponce.

o AIDE-6202 Advanced Statistics ~7

Credic Hours: | 3 (3-0)
Contact Hours: | 30
Pre-requisites: | None

Course Introduction:

Statistical methods are used for analysis of different datasots for forecasting the values,
predicting the unknowns, relating the variables for getting deeper insights and relating data
difterences with real world complexities. Data Science extracts knowledge from data on the basis
of hidden patterns which can be made explicit by incorporating the statistical algorithms in it,
This course is designed o prepare students on statistical techniques with a purview ot artificial
mtellisence and data science.

Bloom
Taxonomy

CLO
No.

Course Learning Outcomes
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S

. Describe what part of statistics is meant for data scientist and | .

-1 . i . ; nderstand
Y what the applications of statistics in data science are. SUEhEE )
CLO-2 Apply Statistical techniques in real life problems. C3 (Apply)
CLO-3 22;::1}'3; for[-elate, Forecast data by using different statistical C2 (Understand)
CLO- Apply basic data science statistical techniques by using SPSS on C3 (Applv)

o real world datasets, - AADPL

Course Outline:
Introduction to Statistics, Use of Statistics in Data Science. Experimental Design, Statistical
Techniques for Forecasting, lnterpolation/ Extrapolation. introduction to  Probability,
Conditional Probability. Prior and Posterior Probability. Random number generation (RNG).
Techniques for RNG. Correfation analysis, Chi Square Dependency tests. Diversity Index. Data
Distributions  Multivariate  Distributions. Ereor estimation. Confidence Intervals. Linear
ransformations. Gradient Descent and Coordinate Descent, Likelihood inference, Revision of
linear regression and likelihood inference, Fitting algorithms for nonlinear models and related
diagnostics. Generalized linear model; exponential families; variance and link functions.
Proportion and binary responses: logistic regression. Count data and Poisson responses: log-
linear medels, Overdispersion and guasi-likelihood: estimating functions, Mixed models,
random effects. generalized additive models and penalized regression: Introduction to SPSS.
Probability/ Correlation analysis/ Dependency tests/ Rearession in SPSS.

| Reference Materials (or use any other standard and latest books):

L. Probability and Statistics for Computer Scientists. 2nd Edition. Michael Baron.
2. Probability for Computer Scientists, online Edition. David Forsyth
3. Discovering Statistics using SPSS for Windows, Andy Field

AIDE-520! Natural Language Processing

Credit Hours: 3(3-0
Contact Hours:
Pre-requisites: | None

Course Introduction:

Natural Language Processing (NLP) is the application of computational techniques 1o the
anatysis and synthesis of natural language and speech. This course is an introduction to NLP
with prior programming experience in Python.

CLO | . L Bloom

1w i Conrse Learning Qutcomes .

Nuo. , = LFaxonomy .
- Understand  techniques for information retrieval. lancuage | .
CLO-1 ; S TREIEC | (2 (Understand)

translation, and text classification.

. Understand the advantages of using standard corpora. Identify :
CLO-2 e s . ' ¥ | C2 (Understand)

_ examples of current corpora for a variety of NLP tasks.
CLO-3 Understand and contrast deterministic and stochastic grammars. | -, (Undersiand)
LU= .- . S wisll

I | _providing examples to show the adequacy of each - -
e Solve classic and stochastic algorithms for parsing natural | . .
CLO-4 a P © C3 (Appla)

Clanguage, | ]

Course Outline:
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Introduction & History of NLP, Parsing algorithins. Basic Text Processing, Minimum Edit
Distance, Language Modeling, Spelling Correction. Text Classification. Deterministic and
stochastic grammars. CFGs, Representing meaning /Semantics. Semantic roles, Semantics and
Vector models. Sentiment Analysis, Temporal representations. Corpus-based methods. N-grams
and HMMs. Smoothing and backoft, POS tagging and morphology. Information retrieval. Vector
space model, Precision and recall, Information extraction. Relation Extraction (dependency,
constituency grammar). Language translation. Text classification. categorization. Bag of words
model, Question and Answering, Text Summarization.

Reference Materials (or use any other standard and latest books):

L. Daniel Jurafsky and James H. Martin. 2018. Speech and Language Processing: An
Introduction to Natural Language Processing. Third Edition. Prentice Hall

2. Foundations of Statistical Natural Language Processing. Manning and Schiitze., MIT Press.
Cambridge. MA: May 1999

AlIDE-6203 Reinforcement Learning 7

Credit Hours: | 3 (3-0)
Contact Hours: | 3-0
Pre-requisites: | None

Course [ntroduction:

This course helps to understand how algorithms learn to take Jdecisions by interacting with their
| environment. It also explores the lfoundations of machine learming. focusing on how agents learn
irough wial and error. adapting strategies to maximize rewards. It unravels the principles behind
imizilizent decision-making systems in this dynamic and evolving field.

CLO
No.

Bloom

Course Learning Outcomes
Taxonomy

f Students will be able o recall and explain the fundamental

CLO-1 concepts of reinforcement learning, including key terminologies, | C1 (Remember)
algorithms, and theoretical principles.

Students will learn about several algorithms that can learn near
CLO-2 optimal policies based on trial and error interaction with the | €2 {Understand)
environment---learning from the agenl's own experience.
Through hands-on exercises and simulations. students will
CLO-3 Fiemunst.rate the application of rein r‘orcemem' leaming alg})!'ilhms
) in solving complex problems, showcasing the ability to
implement and adapt these techniques in various scenarios.

z
|

SRTRRTI—] |

C3 (Apply) ‘

Course Outline:

Intro  Course. The K-Armed Bandit Problem. Markov Decision Processes, Value Functions &
Beliman Equations. Dynamic Programming, Sample Based Learning Methods. Monte Carlo
Methods for Prediction & Control, Temporal Difference Learning Methods for Prediction. |
Temporal Difference Learning Methods for Control, Planning. Learning, & Acting. Prediction
and Controb with Function Approximation. On-policy Prediction with Approximation, Policy |
| Gradient. Introduction to Deep Reinforcement | earning. .

h —_———— ——————— . —

Reference Materials (or use any other standarcd and Jatest books): o -
I Suttor, Richard S.. and Andrew G. Barto. Reinforcement learning: An introduction, MIT
press, 2018,
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2. Link: Imps:f-’\xww.coursera.org/speciulizations/rcinforccmcnt~lc:1r|1ing.

Mathematics & Supporting Courses

ENGL-610H Technical & Business Writing

Credit Hours: 3 (3-0)
Contact Hours: |3
Pre-requisites: | None

Course Introduction:

Students in the senior level needs good technical w riting skitls not only for writing project report
but also usetul for them to communicate their resume and get place in the market. This is a high
level course which provide useful knowledge to-the students for writing proposals etc. Further,
the course aims at augmenting students’ proficiency in technical writing in order to sensitize
them to the dynamics, challenges. and needs of the modern world characterized by
technologically advanced social, cultural, and carporate settings. tt will focus on students” ability
to ettectively convey and exchange information in cross-cultural, international. and
multinational milieu necessitated by the emergeince of global society.

' C,LO Course Learning Qutcomes Blof)ln
No. Taxonomy
CLO-1 - -

[Course Outline:

Overview of technical reporting, use of library and information gathering. administering
questionnaires. reviewing the gathered information: Technical exposition: topical
drrangement.  exemplification.  definition, classification and division. casual analysis.
effective exposition. technical narration, description and argumentation. persuasive strategy.
Organizing  information and  generation  solution: brainstorming. organizing material,
construction of the formal outline, outlining conventions. electronic communication.
generation solutions. Polishing style: paragraphs, listening sentence structure, clarity. length
and order. pomposity. empty words, pompous vocabulary. document design: document
structure. preamble.  summaries. abstracts, table of contents. Fontnotes, glossaries.
crossreferencing.  plagiarism. citation and bibliography. glossaries. indexy. appendices,
lypesetting systems, creating the professional report: elements. mechanical elements and
graphical elements. Reports: Proposals, progress reports, Leatlets. brochures, handhaoks.
magazines articles, rescarch papers, feasibility reports. project reports. technical research |
reports. manuals and documentation. thesis. Electronic documents, Linear verses hierarchical
structure decuments.

Reference Materials (or use any other standard and latest books): :
b. Technical Report Writing. by Pauley and Riordan. Houghton Mifiiin Company. 8" Edition.
2. Etfective Technical Communication by Ashral Rizvi. Tata McGraw-Hill.

Content of Supporting Elective Courses
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BUSB-6101 introduction to Marketing

Credit Hours: 3(3-0)
Contact Hours: | 3
Pre-requisites: | None

Course Introduction:

ELO Course Learning Outcomes BIGUI“_
2 Taxenomy
CLO-1 |- .

Course Qutline:

Defining Marketing and the Marketing Process. Marketing: Creating and Capturing. Customer
Value, Company and Marketing Strategy: Partnering to Build Customer Relationships.
Analyzing the Marketing Enviconment. Managing Marketing Information to Gain Customer
Insights. Consumer Markets and Consumer Buver Behavior, Customer-Driven Marketing
Strategy: Creating Value for Target Customers, New Product Development and Product Life-
Cycle Strategies. New Product Development and Product Life-Cycle Strategies. Pricing:
Understanding and Capturing Customer Value. Pricing Strategies. Marketing Channels:
Pelivering Customer Value. Retailing and Wholesaling. Advertising and Public Relations

1 Relerence Materiais {or use any other standard and latest books):

. Technical Report Writing. by Pauley and Riordan, Houghton Miftlin Company. 8" Edition.
2. Effective Technical Communication by Ashraf Rizvi, Tata McGraw-Hill.

BUSB-6102 Human Resource Management V'

|Credit Hours: | 3 (3-0)
'Contact Hours: | 3
Pre-requisites: | None

Course Introduction:

i
e | Course Learning Outcomes T
Nu. [ Taxonomy
CLO-T |- - :

Course Qutline:

Managing Human Resources. Understanding the External and Organizational Environments.
Ensuring Fair Treatment and Legal Compliance. HR Planning for Alignment and Chuange. Using
Job Analysis and Competency Modeling. Recruiting and Retaining Qualified Einployees.
Selecting Employees to Fit the Job and the Organization. Training and Devejoping a Competitive
Wuorkforce. Conducting Performance  Management. Developing an Approach o Tota)
Compensation. Using Performance-Based Pay 1o Achieve Strategic Objectives. Providing
Benetits and Services for Employees” Well-Being. Risk Manugement. Emplovee Relations. and

Risk Management. Health. Safety, and Employee Well-Being. Undersianding Unionization and
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Collective Bargaining.

Reference Materials {or use any other standard and latest books):

I. Managing Human Resources by Susan E. Jackson, Randall S. Schuler and Steve Wermer,
South-Western College Pub; 11th Edition (June 16, 2011),1ISBN-10:1111580227 [TB]

2. Management of Human Resources by Gary Dessler. CarolinRekar Munro and Nina D. Cole.
Pearson Education Canada; 3rd Edition (February 28, 2010), ISBN-10:0321687140

Content of General Education Courses

URCG-5122 ldeology and Constitution of Pakistan

Credit Hours: g
Contact Hours: [ 2
Pre-requisites: | -

Course [ntroduoction:
Pakistan studies is an important course at this university in which students sudy about their
motherland. The following are the specific objective ot the course

S dewvelop vision of Historical Perspective. Government. Politics. Contemporary Pakistan.
tdeological bachground of Pakistan.

&Ta study the process of governance. national development. issues arising in the
l modern age and posing challenges to Pakistan,

CLO . Bloom
Course Learning Outcomes

No. Taxonomy
Cl1.O-t ; To educate students about the history of Pakistan.
CcrLo-2 o understand the basic concept of Islam and Quran Pak.

| e e |
Clo3 o educate student Government and politics

Course Qutline:

Historical background of Pakistan: Muslim society in Indo-Pakistan, the movement led by the
socicties. the downlall of Istamic society. the establishment of British Raj- Causes and
consegienees. Political evolution of Muslims in the twentieth century: Sir Sved Ahmed Khan:
Muslim League: Nehru: Allama lgbal: Independence Movement: Lahore Resolution: Pakistan
culure and society. Constitutional and Administrative issues. Pakistan and its geopolitical
dimension. Pakistan and [nternational Affairs, Pakistan and the challenyges ahead.

1 The Emereence of Pakistan, Chaudary M., 1967
. The making of Pakistan, Aziz. 1976
. A Short History of Pakistan, 1. H. Qureshi. ed.. Karachi. 1988

50 L) me
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URCS-6101 Professional Practices v

Credit Hours:
Contact Hours:
Pre-requisites: | None

(2-0)

| S PN

Course [ntroduction:

A Computing graduate as professional has some responsibilities with respect to the society.
This course develaps student understanding about historical. social, economic. ethical. and
professional issues related to the discipline of Computing. It identifies key sources for
information and opinion about professionalism and ethics. Students analyze, evaluate. and
assess ethical and professional computing case swdies.

!
CELO Course Learning Quicomes Blopln
No. Taxonomy

Course Qutline:

Historical. social. and economic context of Computing (software cogineering. Computer
Science. Information Technology): Definitions of Computing (sottware engineering. Computer
Science. Information Technology) subject areas and professional activities; professional
societies: professional ethics; professional competency and life-long learning: uses. misuses, and
risks of software: information security and privacy; business practices and the economics of
software: intellectual property and software law (cyber law): social responsibilities, software
related contracts. Software house organization. Intellectual Property Rights. The Framework of
Employee Relations Law and Changing Management Practices. Human Resource Management
and I'T. Health and Safety at Work. Software Liability. Liability and Practice. Computer Misuse
and the Criminal Law, Regulation and Control of Personal Information, Overview of the British
Computer Society Code of Conduct, IEEE Code of Ethics. ACM Code of Ethics and Professional
Conduct, ACM/IEEE Software Engineering Code of Ethics and Professional Practice.
Accountability and Auditing, Social Application of Fthics.

Reference Materials (or use any other standard and latest books):

[, Boddington. PL(2023), AT ethics: a wextbook, Springer Mature,

2. Professionai [ssues in Soliware Engineering by Frank Bott, Altison Coleman, Jucl.

Eaton and Diane Rowland. CRC Press: 3rd Edilion (20007, ISBN-10: (7484005 13 |

Computer Ethics by Deborah G. Johnson, Pearson; 4th Cdition {January 3, 2009).

ISBN-10: G131112414

4. A Gift of Fire: Social, Legal, and Ethical Issues for Computing and the Internet (3™

Edition) by Sara Baase, Prentice Hall: 3rd Edition (2008). ISBN-10: 0136008488

Applied Professional Ethics by Gregory R. Beabout. | niversity Press of America -

(1993,

0. Noormisti, M.. & Johnson, D. G. (2014). Negotiating autenomy and responsibility in
military robots. Ethics and nformation Technology. 16(1), 51-62.

¥

N
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URCG-3125 Civies and Community Fngagement

i |

Credit Hours:
Contact Hours:
Pre-requisites:

2(2-y
2

None

Course Description:

The Civics and Community Engagement course is designed to provide students with an
understanding ot the importance of civie participation, culture and cultural diversitv. basic
foundations of citizenship, group identities and the role of individuals in creating positive change
within their communities. The course aims at developing students' knowledge, skills and attitudes

necessary for active

and responsible citizenship.

iNu.

CLO

Learning Qutcomes

Bloom
Taxonomy

Linderstand the concepts of civic engagement. comm unity
development, and social responsibility.

Understand rights and responsibilities of citizenship
Understand cultural diversity in local and global context
Analyze the significance of civic participation in
promoting social justice, equity, and

democracy.

Examine the historical and contemporary examples ot
successful civic and community engagement initiatives.
[dentifs and assess community needs, assets, and
chalienges to develop effective strategies for community
improvement.

explore the ethical implications and dilemmas associated
with civic and community engagement,

Develop practical skills for effective community
organizing, advocacy, and leadership.

Foster intercultural competence and respect for diversity in
community engagement efforts.

Coltaborate with community arganizations. stakeholders.
and fellow students to design and implemeni community-
based projects.

Reflect on personal growth and fearning through self-
assessment and critical analysis of community engagement
experiences.

Course Contenis:

Introduction to Civies & Community Engagement

@ Overview of the course: Civies & Community Engagement

® Definition and importance of civics

@ Key concepts in civies: citizenship, democracy, governance. and the rule of law

@ Rights and responsibilities of citizens
Citizenship and Community Engagement

@ Introduction to Active Citizenship: Overview of the Ideas, Concepts. Philosophy and Skills

® Approaches and Methodology for Active Citizenship

'Ideatity. Culture, and Social Harmony
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@ Concept and Development of Identity, Group identities '

@ Components of Culture. Cultural pluralism, Multicuituralisim, Cultural Fthnocentrism,
Cultural relativisi, Understanding cultural diversity, Globalization and Culture, Social i
Harmony,

® Religious Diversity ¢ Understanding and affirmation of similarities & ditferences)
@  Understanding Socio-Political Polarization

@ Minorities. Social Inclusion, Affirmative actions
Multi~cuitural society and inter-cultural dialogue

@ Inter-culieal dialogue (bridging the differences, promoling harmony )
@ Promoating intergroup contact/ Dialogue
@ Signiticance of diversity and its impact

@ Importance and domains of Inter-cultural dialogue
Active Citizen: Locally Active, Globally Connected

@ importance of active citizenship at national and global levet

@ Cuaderstanding com munity

@ ldentification of resources thuman, fatural and others} [/
@ Uiilization of resources for development (communily participation)

@ Swategic planning, for development (community linkages and mobilization)
Human rights, constitutionalism and citizens' respoasibilities

@ Introduction to Human Rights
@ Human rights in constitution of Pakistan
@ Ppublic duties and responsibilities

® Constiutionalism and democratic process |
| Social Institutions, Social Groups, Formal Orgunizations and Bureaucracy '

© Types of Groups. Group identities, Organizations
B Bureaucracy, Weber’s model of Bureaucracy

@ Roleor political parties, interest groups, and nen-govermmental organizations
Civic Engagement Strategics

. (rassioots organizing and conumuniiy mebilization |
. Advacaey and lobbying [r policy change
. Voluntcerism and service-learning opportunities

Social issues/Problems of Pakistan
@ Overview of major social issues of Pakistani society
Social Action Project

Recommended Books; !
o Kennedy, S K., & Brunold. AL (2016). Regional contest and Cilize nship education in Aswzand |
Europe. ey Yeurk: Routledee, Falmer i
'Iu*slnn James M. (2018). Essentials of Sociology: A Down w Earth Approach (13" «l), sew

York: Pearson Rducation ’
3. _Macionis. J. 1. & Gerber, M.L. (2020). Sociology. New York: Pearson Education :

!.-J

_'_i_{_ei'o reace Books: |

Glencor MeGraw-Hill. (n.d.), Ll\’i(.b Today: (mzcnshap lu WMortes, il \uufh

|
H - s~ -
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Magieby, D. B., Light, P. C.. & Nemacheck, C. L. (2020). Government by the People (l6th
el ). Pearson,

Sirtanni. C.. & Friedland. L. (2003). The Civic Renewal Movement: Community-Building and
Demaocracy in the United States. Kettering Foundation Press.

[Bu)

[Py ]

4. Bloemraad, I. (2006). Becoming a Citizen: Incorporating lnvmigrants and Refugees in the
United States and Canada. University of California Press.

3. Kuyek. J. (2007). Community Organizing: Theory and Practice. Fernwood Publishing.

6. DeKieffer. D. E. (2010). The Citizen's Guide to Lobbying Cangress. TheCapitol Net.

7. Rybacki. K. C.. & Rybacki, D. J. (2021). Advocacy and Opposition: An Introduction to

Argumentation (8th ed.). Routledge.

8. Kretzmann. 1. P.. & McKnight, J. L. (1993). Building Communities from the [nside Out: A
Path Towards Finding and Mobilizing a Community's Assets. ACTA Publications.

9. Patterson. T. E. (2005). Engaging the Public: How Government and the Media Can
Reinvigorate American Democracy. Oxford University Press.

to. Love, N. 8., & Mattern, M. (2005). Doing Democracy: Activist Art and Cultural Politics. I
SUNY Press.

URCG-3124: Entrepreneurship v/

| Credit Hours: | 2 (2-0)
Contact Hours: | 2 . |
Pre-requisites: | None

Course Introduction:

This course addresses the unique entrepreneurial experience of conceiving, evaluating, creating,
munaging, and potentially selling a business idea. The goal is 10 provide & solid background with
practical application of important concepts applicable to ihe entrepreneurial  environment,
| Entrepreneurial discussions regarding the key husiness areas of finance. acconnting, marketing and
managentent include the creative aspects of entreprencurship, The cowrse relics on classroom
discussion. participation. the creation of a feasibility plan. and building a business plan to develop a
comnprehensive strategy for launching and managing a new venture.

C,LO I Course Learning Outcomes ,B.qum
[N, ; = Faxonomy
CLO- : b, To 'enhanclc: the 'f:ntrepreneu'riz}i intentions” of the 'i}ll(!t‘l‘.l.‘-.
. by improving their natural willingness 1o start a business. !
' 2. Toundersiand the process of entreprencurship and fearn the
CLO. Witys to manage it by workh?g individually in the class and
’ - in the form of groups outside the class to conduct Held
assignments. - 3
P 3. To educate the students abow the practical underpinnings |
CLO-3 of the entrepreneurship with the aid o practical assigrmerus |
i and idea pitching. ;

Course Outline:

I Background: What is an Organization, Organizational Resources. Management Funclicns,
Kinds of Managers. Mintzberg's Managerial Roles. :
Farms of Busiaess Gwnership: The Sole proprietorship Partnership. Joint Stock Compam
Entreprencurship: The World of the Enteepreneur. what is an entrepreneur? The Benetits i
of Entreprencurship, The Potential Drawbacks of Entrepreneurship, Behind the Boom:
Feeding the intreprencurial Fire.

4. The Challenges of Entreprencurship: The Cultural Diversity in Entrenreneurship, The
Power of “small” Business. Putting Failure into Perspective. The len Peadly Mistahes of

e 1D
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|! Entreprencwrship. How 10 Avoid the Pitfalls, Idea Discussions & Selection of student

: Prujects. Islamic Ethics of Entrepreneurship.

3. luside the Entreprencurint Mind: From ldeas to Reality: Creativity. Innovation. and
Entrepreneurship. Creativity — Essential to Survival. Creative Thinking. Barriers to
Creativity, How to Enhance Creativity, The Creative Process. Techniques for lmproving the
Creative Process. Protecting Your Ideas, ldea Discussions & Selection of student Projects.

6. Products and technology, identification opportunities

7. Designing 1 Competitive Business Model and Building a Solid Strategic Plan: Building
a strategic plan, Building a Competitive Advantage, The Strategic Management Process.
Formulate strategic options and select the appropriate strategies, Discussion aboul execution

K ot Students” Project.

8. Conducting a Feasibility Analysis and Cralting a Winning Business Plan: Conducting a
Feasibility Analysis, [ndustry and market feasibility, Porter's live forces model. Financial
teasibility analysis. Why Develop a Business Plan, The Elements of a Business Pran. What
Lenders and Investors Look for in a Business Plan, Making the Business Plan Presentation.

9. Building a Powerful Marketing Plan: Building a Guerrilla Marketing Plan, Pinpointing the
Target Market. Determining Customer Needs and Wants Through Market Research. Plotting
a Guerrilta Marketing Stralegy: How to Build a Competitive Edge, Feed Back & Suggestions
on Studdent Project. [slamic Ethics for Entrepreneurial Marketing

CI 10, E-Commerce and the Entrepreneur: Factors to Consider before Launching into F-
Comimerce, Ten Myths of E-Commerce, Strategies for F-Success, Designing a Killer Web
Site. Tracking Web Results, Ensuring Web Privacy and Security, Feed Back & Suggestions
on Student Project.

tl. Pricing Strategies: Three Potent Forces: fmage, Compelition, and Value, Pricing Strategies
and Tactics. Pricing Strategies and Methods for Retaiters. The Impact of Credit on Pricing

[2. Attracting Venture Capitalist: Projected Financial Statemenis. Basic Financial Statements.
Ratio Analysis, Interpreting Business Ratios. Breakeven Analysis, Feed Back &Suggestions
st Student Project,

13. 1dea Pitehing: Formal presentation, S-minutes pitch, funding nepotiation and launching,

Recommended Tevts: i
b Searboroughe NSO Essentials of entreprencurshin and small business management’
- . 5 o) - - - !
Publishin: as Prentice Hall, One Lake Street, Upper Saddle River. New Jersey 07458,

Suggested Readings:

f.o Burstiner, L (1989). Small business handbook. Prentice Hali Press.

~URCG-5111: Translation of the Holy Ouron - 1 ‘/‘ '

Credit Hours: | Non-Credit
Contact Hours: | -
Pre-requisites: | None

Course Introduction:

This course is designed w develop the recitation skilly in students,

CLO . ' Bloom
, i Course Learnineg Quicormes |-
No. ' o J Taxonomy
To mtroduce ethics and highlight its importance. need and | .

CLO-I . e e
- ~elevance for individual and collective lite.
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| I Te illuminate the students with the Quranic norms of Morality

CLO-2 ! i, truthfulness. patience. gratitude. modesty. forgiving. -
 hospitality ere.

i To tamiliarize the students with immoral values like falsify.

arrogance. immodesty. extravaganee. backbiting ete.

CLO-4 To inculcate ethical and moral values in our youth.

!
g
)
o
L)

CLO-5 To develop a balanced dynamic and wholesome personality.

CLO-6 To introduce the students to Quranic Arabic grammar in
’ practical manner.

z

Course Qutline:
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URCG-5111: Translation of the Holy Quran — 1V

| Credit Hours: | Non-Credit
Contact Hours: | -
Pre-requisites: | None

Course Introduction:

This coursc is designed to develop the recitation skills in students.
CLO N

. Bloom
- ¢ Course Learning Qutcomes . nf'm
No. [ Taxonomy
| To famitiarize the students with commandments of trade and
CLO-I l inheritance mentioned in the Quranic text {with the help of Urdu -

t | translation).

| To introduce the students 1o scientific facts and miracles of the Holy
CLO-2 | Quran and Quranie stress on deep study of Allah's explored -
| universe, .,
CLO-3 ‘o motivate the students for reading and exploring the last Toly
T _ Book revealed by Almighty Allah, - B
CLO- Through memorization students will develop their relation with last .

revelation.

Course Qutline:
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Social Science Electives

Credit Hours:
Contact Hours:
Pre-requisites:

(2-0)

2
2
None

URCA-5101 Introduction to Management

Course Introduction:

| Introduction to Marketing helps the students in exploring fundamental principles that drive
successtul business promotion and customer engagement. This course will delve into the core
concepts of market research, product positioning, and strategic communication to provide a
comprehensive loundation for understanding the cver-evolving worid of marketing.
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cLo Course Learning Qutcomes Bloom
|No. Taxonomy

Course Outline:

Introduction to Managers and Management: What as Management and What Do Managers Do?
Defining Management. Management Functions, Management Roles, Management Skills.
History of Management. Organizational Culture and Environment: The Manager: Omnipotent
or Symbolic? The Organization's Culture, The Environment - Defining Environment, The
Specific Environment, The Gencral Environment, Influence on Managemecnt Practice. Decision
Making The Essence of Managers Job: The Decision Making Process, The Rational Decision
Maker. Decision Making Styles, Analyzing Decision Alternatives — Certainty. Risk. Uncertainty.
Planning: The Foundations of Planning. The Definition of Planning. Purposes of Planning. Types
of" Plans, Contingency Factors on Planning, Objectives: The Foundation for Planning,
Multiplicity of Objectives, Real Versus Stated Objectives, Traditional Objective Setting.
Management by Objectives. Organization Structure and Design: Defining Organization
Structure ‘and Design. Building, The Vertical Dimension of Organizations. Building the
Iorizontal Dimension of Organizations, The Contingency Approach to Organization Design.
‘Application of Organization Design. Motivation: Motivating Lmployees. What is Motivation?
Contemporary Approaches 1o Motivation. Contemporary Issues in Motivation, From Theory to
Practice: Suggestions for Motivating Employecs. Leadership: Managers Verses Leaders, Trait
Theories. Behavioural Theories, Contingency Theories, Emerging Approaches to Leadership,
Coniemporary Issues in [eadership. Communication: Communication and Interpersonal Skills.
Understanding Communication. Communication Styles of Mcn And Women, Feedback Skills.
Delegation Skills™, Conlflict Management Skills, Negotiation Skills. Controlling - Foundations
of Control: What is Control? The Importance of Control, The Conirol Process, Types of Control.
Qualities of E£ffective Control, The Dysfunctional Side of Control, Ethical {ssues in Control;
Controlling Tools and Techniques: Information Controls, Financial Controls, Operations
Controls. Behavioral Controls. The Personnel Function: Terminology, Who Does Personncl

Work? Stall” Role of The Personne! Department Personnel (Human Resource) Functions. Job
Design and Analysis: Job Design, Job Informatio and Personnel Management. Analyzing Jobs-
Obiaining Job Information. Functional Job \aulysis. Admumistration of The Job Analysis
Program. Human Resecurce Planning: Reasons tor Human Resource Planning, The Planning
Process. Recruitment and Selections/Testing and Interview: [Labour Market Considerations,
Recruitment and Selection Policy Issues. The Employment Process. Sources of People. The
|Selection Process. The Selection Procedure. ‘Festing: Interview. Miscellancous: Union and
Management, Compensation Administration, 1tealth And Safety.

Reference Materials (or use any other standard and latest books):
l. Management by Robbins, S.P. & Coulter, Mary, Prentice Hall; 10th LEdition (November 3.
2008). ISBN-10: 0132090716
2. TFundamentals of Management by Robbins, S.P. & DcCenzo. David A. Prentice Tlall; 7%
Ldition (January 13, 2010). ISBN-13: 978-0132090711
. Human Resource Management by David A. DeCenzo and Stephen P. Robbins. Wiley: 7th
Iidition (October 10, 2001). 1ISBN-10: 0471397857

LS
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URCA-5102 Foreign Language (French. German, Arabic, Chincse ctc.)

Credit Hours: 2
Contact Hours: | 2
Pre-requisites: | None

(2-0)

yCourse Introduction:

This course is designed to open doors to diverse cultures and enhance communication skills
beyond borders. Explore the richness of global languages, fostering cross-cultural understanding
and personal growth. This will help students delve into the art of language acquisition,
broadening their horizons and connecting them with the world, o

CLO Bloom

Course Learning Quteomes
No. | 7770 Taxonomy

- i

Course Outline:

Follow UQS"s Relevant Department's Syllabus

Reference Materials (or use any other standard and latest books):

(/\
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